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1.1 REER

48 TinaLlinux T R2HRMINEE, RETENASRET normal AR B, BEEGHLE. &
2B5h (Secure Boot) . Z2%% (Secure OS) . ¥£7#fiE (Secure Storage) . E&MN
F (TrustApplication) . TEMHFF (Dm-Verity) . BFAEES] (MAC) FAHE,

1.2 ZSAEE

A\

o

A
ERATETE4A4TE: & R18. R30. R311. MR133. R328¢ K’IR813\ MR813B.
R329. R818. R818B. R528. V853 &:F.

BH4FA: Tina V3.5 REFEERRA
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i

TEEw
ubootiiirootfs
dm-verity
optee o5
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SELinux
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1.3 #HXAR

i&AF TinaLinux FEMNEFRREXKARAR,

1.4 BBE XA
AW REI BN, T,

A EE

# SDK EREXMFRERETFIR SDK XA KELR.

° env*.cfg@ﬂ%iﬁzﬁgﬁzﬁ

tina/device/config/chips/<chip>/configs/<board>/env.cfg ##SDK, fi¥k&ka
tina/device/config/chips/<chip>/configs/<board>/linux/env-<kerne1-versigﬁ».cfg #H7SDK, L5
& )
tina/device/config/chips/<chip>/configs/default/env.cfg #H#iSDK, LITR(E
tina/target/allwinner/<board>/configs/env-<kernel-version>.cfg #|HSDK, R RIE

° sysfconfig.fexﬂg?:lz:l

tina/device/config/chips/<chip>/configs/<board>/sys config.fex ##SDK
tina/target/allwinner/<board>/configs/sys _config.fex #/ASDK, LR RIR

e uboot-board.dtsES (R

[ tina/device/config/chipsy<chip>/configs/<board>/uboot-board.dts )

(1 88
WR7EFE uboot-board.dts, uboot &£ uboot-board.dts FEE, &7 uboot-board.dts, uboot &fEH
sys_config.fex RHELE.

° dragon_toc*.cfg@ﬂ%ﬁ(ﬁzﬁg?éi

tina/device/config/chips/<chip>/configs/default/dragon toc*.cfg ##SDK, k%K=
tina/device/config/common/sign_config/dragon_toc*.cfg #HSDK, fL%cRiE
tina/target/allwinner/<chip>-common/sign_config/dragon_toc*.cfg #IHSDK, fi&EEk=
tina/target/allwinner/generic/sign_config/dragon toc*.cfg #|HSDK, {LFtRIK

® version base. mkBO B X4 HER:

IR © HiB2ERERHBIRAR. RE—INF 2
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tina/device/config/chips/<chip>/configs/default/version base.mk #¥SDK, kK=
tina/device/config/common/version/version base.mk ##SDK, fiLsc4kq%
tina/target/allwinner/<chip>-common/version/version base.mk #|HSDK, {7c%ks
tina/target/allwinner/generic/version/version base.mk #|HSDK, fi%c4R{%
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2.1 RERENA

LERARARRTHARERHNREBRAR. HXZANERERFAFRNTES. REIL.
ARk, NMMARSRE—INAIENEITIFR,.

2.2 BHFEMTE

2.2.1 FAEMEZRE °

(1) BAX P, HEEINERXA, ¥RAAX,

(2) BX Y, MEFHIXAE, MAEX,

(3) MFEEEE E(D)o FFSRIIMBAN B8 XM Z X BIBA S Y —FEgi X &o
(4) 2R Ko BREINBMNEESEFHKES

Yi\Y
[
X

JLAEP . - Ciay
eI B BEEZE
> Exe Dxd
Iz HRKe BEHRKd

2-1: BEMEEE

2.2.2 MERE

SWIRINERE: ME. BERNERE—1EH. bl AES Bk,

WRAFRE © BsEERERNERAE. RE—TNF 4
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FA%H AU
\ il
BA =X BAX
EWFMNBEE
N : 3
BEX EX B
I N E A

2-2: SIFR/AENTRINBE A
ERFMBE L. NEB. BERANRRENESR, —PMEALH, AR, Z—1EREE, H

Thif. HP—iERATFME, Z—IEATFHE, Lt RSA B,

#% (hash) E%: —MEBEZ, E—E2ARKENEBIHTBESIEERENEL, BF
pEIE X Ma S 2 RiG 1T BBV EHE, »

>
wrme O, weps

<
2-3: SHA256 8%

\

2.2.3 ZASIUED

VFER: BFEB[RIFNMEBANERARASBFRHERANNA, BFEZRILEEEHESR
FECERAZEN, SREPFESINTHELEIA; AIRIEES BELXEEREIJIERE (ESERA
f&el, ERNXHRELX .

BFEE
SHA256 SHA256 RSALEE |
¥
BEEE HFRE| | BFRE2
i RSAFA$R
: )
BFEZ

B 2-4: BFER5INE

WRAFRE © HSEERERHERAE. RE—TF 5
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AR B—IPRIUEBENPOHRFERNEELAARAREECEURAARANXMG, &
— AR B M B B T3 Ao

IEBFS
i BRHA
CAEE
BBALH
IERBH R |«
EEEE
BFER

BFIED

Ji

CAFAER

F 3

CAHH: UE4S$RIIE ( Certificate Authority ) ARi{r

2-5: FIEH

2.3 TrustZone

TrustZone & ARM RENZEBRAAR, EEEEHBINTSRERENREEEMEER, 18
He]EMH1TIFE (Trust ExecutiondEnvironment) . TrustZone RZER U TEFAT.

TrustZone FARUEGHRIRRBRAPTIFIE, 25l R (Secure World) MiELRE
t#5HR (Normal World) , FiIEREREMREERSHANIT, HRRETIELLERRIT,
Zett R 5L L FET monitor mode RFITHIH. BEEAIEFE (trustzone security
whitepaper.pdf) o

Secure world

Secure world
user mode

Normal world
user mode

-

Secure world
privileged modes

Normal world
privileged modes

T—v—? Monitor mode |« T

2-6: TrustZone 1&E8!

WRAFRE © HSEERERHERAE. RE—TF 6
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2.3.1 OP-TEE

BITEREHANRRTNRERERS

RZNMWETF TrustZone #HHTEBCHLZEIRERS, BAE=EMRE GP (GlobalPlatform)
#nf. GlobalPlatform @—MNEBTIMERMTESRLS, BHOTFHEL. FIEHEAHELTLGHBRA
g, MUBEEZNAFEVIMENEERESR S, T HIRIENIESTE,

ZH) Tina FRANZE OP-TEE £ % %, OP-TEE Z Linaro MEEM AT SEALNET
ARM TrustZone % ASLIB TEE 55, &1 GP tnf, TER=DAEMN:

e OP-TEE client (optee client): E{TEIFRLHR AR TEINEF iR APL

e OP-TEE Linux Kernel device driver (optee linuxdriver): HLUZH|IELZ 2R BASTIE
ML RBEINLER, HEH B Linux-4.9 mainline FBEZ8E,

e OP-TEE Trusted OS (optee os): E{TER MR FIRIER S

2.3.2 ARM Trusted Firmware °

ARM Trusted Firmware(ATF) @ ARM EAF RN REHFRENSELN, EH—7T ARM
[KEEOMNE, BIFREFIRSERZED (Power Status Control Interface, PSCI), £ BE
3K (Trusted Board Boot Requirements;TTBR), &Z4%i=# {8 (Secure Monitor Call,
SMC) %, BiXiEf#tT ARMVS8 Z2#5F Exception Level 3(EL3) Secure Monitor F95Z 3%
M,

(0 388

AW ARM 64 {iiF&1EM ATF B bI31 {£5 Secure Monitor XX, AW ARM 32 {iiE&1ER OP-TEE i) Secure
Monitor 3,

2.4 BFRERR

ARM TrustZone #ARAERZLIELEFAMIIMIMEGERIE, 7 Tina SOC RINFERH, FHiN&
1T 7 XIS RN T 2B 4,

2.4.1 SPC

Secure Peripherals Control, EEE/MEHNZRE2EY, REETEFEA T UERIZIER, FiH
BWIRENRER, ZIMGRBEEREHATAREREHR, FRLERELK, EH 0,

WRAFRE © BsEERERNERAE. RE—TNF 7
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2.4.2 SMC

XEB{EME Secure Memory Control (=5 ARM < Secure Monitor Call K43 7) ,
REAFMINEZEEYN, REERLMEA A UFERZIER, EMtTENAFERIEEARS
G, ZZENRERER2ERTHE, FREEREL, HA 0.

2.4.3 SID

Secure ID, =l efuse BYIiA). efuse HYIIIRR AR sid EIR#HTT, sid AR ELE, &2
FREAIAE, @ sid 1509 efuse B, K2 efuse REXRSMHAAFILIALN, et
FIFEIRILEERA 0o

2.4.4 efuse

efuse: —RMAIREIEBLEA, B—F OTP (One-Time Programmabﬁe/,> —RIEERIZ) 17
22, efuse PEPEIBTAEM O Z5RE 1, FEEM 1 TR 0, HAEEB A=K, efuse HKIFHAKIS
#ERE SOC B9 SID spec,

2.4.5 CE

Crypto Engine, BHIMBEINRSIZE, ZIFLMIIRME. IEXTTRNE. FHEUKRMETEER
BiEx%E, AKIE SOC M CE spec,

2.4.6 TZMA
i~
TrustZone Memory Access, TZMA BRI EF#ERFELTEXFITHIRIR,

Bri{X R528 818 TZMA ##1R, BTFEE SRAM XENREREM.

2.5 HHXAIE

e SMC: Secure Monitor Call, ARM ZHH—%K31E<, AL CPU Bk# %l Monitor (&
2) BERXHIT,

e RPC: Remote Procedure Control Protocol, optee #, BFi2{E Linux F&ERI—FH
#l, tb30, optee RAREEEE XM, BT RPC @A Linux FHIXHRFFTTMo

e REE: Rich Execution Environment, & B X, BHRREESHHITIFE, LLNE RN
Linux, Android &%%,

WRAFRE © BsEERERNERAE. RE—TNF 8
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TEE: Trusted Execution Environment, BJ{5H{TIIE, BILESRITIFIE, XX
A, FRBENRE, REHEHAFPIUEEN,

TA: Trusted Apps,; 7 TEE THITHNBRER; TSRAFRERIPHMES, LINZBHER
o

PTA: Pesudo Trusted Apps, {8 TA, OPTEE AW — M=, RBAZ TA WERIT
OPTEE OS H,

NA: Normal Apps, Z¢#i/ CA, Client Apps, £ REE FTHRITHNAERF, TREEN,
FRERIPIES, LLINEZ @M,

UUID: Universally Unique Identifier, :@BM#—iR555, B ZHa1HEAMYE, N#HFES,
MERAUES (40 MAC) £ARK.

PRNG: Pesudo Random Number Generator, fRREHEx4 25,

TRNG: True Random Number Generator, EFEHERERL S,

RPMB: Replay Protected Memory Block, & eMMC HH—MEELZEFHINS X,

WRAFRE © BsEERERNERAE. RE—TNF 9
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Secure Boot, BlZ 238, B— 1M RERZFZVAULNARZD, BEANGEZTE2IENE
hitl, BERIWH, Secure Boot M brom H1THIE, F Linux BEI4EE, Secure Boot EEIK
1T B89:

o BURENZEEMTHE, BERBIIMBRMNENESMFEGETEH,
o X key BT,

o REBEMHRAEE,

o EBEREHEMHIFIE, MFHIETT Secure OS F,

3.1 eRFoRIE g |

Tina R A EETARER-LBPRENI R RVINIENREZRITENR2BAE, BFK
Ui, 17EERIZE RSA2048-SHA256,

SERMREM#HITERERZEENH, BRIREA QAN SHA256 {ER) rotpk.bin REET
B efuse BHEXE, B, B ELSH R brom 2FEASIEE efuse FH rotpk &, ¥
ZESR1EE flash _ERIRIEBEAHE#1T, SHA256 EENEHITLLYT, IIERIEBHLHEN
A{EEM. ABESER flash EF#ERIEHEPHN—RIIQPRNZ N FREHITERLZ 2R,

LM brom->sboot->monitor({X aarch64)->secure' os->uboot->kernel, efuise #J

A EERERTIUEBEVAIEE, BORIERNILITHERTED Linux AENZ2EE,

<>\/

3.2 ERREEHF

Tina SDK EZRZ2EHFIERIZERBANERM B ENT R IEEMTITBHARER, FrLL
Z2EMHNRERITERESER2EHN/IF -8, RARERENITENRREER. FRe
EHrTERSEZ A (TinaLinux SDK FAiERE) X, R2EHRITESRNT:

$ source build/envsetup.sh

=> RENETE,

$ lunch

==> BEHR.

$ make [-3jN]

==> iE," - N SEREHITREHENE,

$ ./scripts/createkeys

==> %t R—ARTERNZRN, FEESXNIT, ¥N3.2. 27, £MNZHERZMFout/{BOARD}/keys/s
$ pack -s [-d]

IR © HiB2ERERHBIRAR. RE—INF 10
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l:n,ﬂ@E#o-s%ﬁﬂﬁ?%@#;4i§ﬁ$mmﬁﬁﬂ$ﬂﬁﬁﬁﬁﬁfﬁmﬁ(ﬂﬁ)o J

BN RENE2BH SR —EEEEIUHITIREA.

3.2.1 Z2EHEKE

EHA1T make #{T4RiFERT, FRESSWTERE.

3.2.1.1 AREFEBEINEE

#1177 make menuconfig, RN TIENEC S EH.

Tina Configuration

L> Target Images
L> [ ] Build filesystem for Boot (SD Card) partition
L> Boot (SD Card) Kernel format (boot.img) o
L> [ ] Build filesystem for Boot-Recovery initramfs partition S
L> Boot-Recovery initramfs Kernel format (boot.img)

3.2.1.2 R2HRRFIE
ReREANAFE S =NE9, 23):

e Shmem, HEX7F, RES5FRLHRIBEER.
e Secure OS WfF, ¥2ttR OS FERMNKNE.
o TA N7, RENAREFEANATF,
~
£ Linux PEREERX—HFRFRARERNZ.

(1) dE V853 ARHFEBAFIRE
XtF3IE V853 AR, TettFAFERANX=1E77ATEE secure os IRERENMBET, ER

secure_os REHIR, FHERBAFREFNMIES K/, §EE AW 228,

FFIE V853 AZE, L R328 1, RiI&RLReRFERT 4M A% (Shmem 1M, secure os
1M, TA2M) , FREI T4 T K tina/lichee/linux-4.9/arch/arm/boot/dts/sun8iw18p1.dtsi
X1,

diff --git a/arch/arm/boot/dts/sun8iwl8pl.dtsi b/arch/arm/boot/dts/sun8iwl8pl.dtsi
index 589466f..90c4131 100644
- a/arch/arm/boot/dts/sun8iwl8pl.dtsi

IR © HiB2ERERHBIRAR. RE—INF 11
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+++-b/arch/arm/boot/dts/sun8iwl8pl.dtsi
@@ '517 +517 @@
*/

/* optee used */

-/memreserve/ 0x41a00000 0x00100000; /* optee range : [0x41a00000~0x41b000O0O], size = 1M
*/

+/memreserve/ 0x41900000 0x00400000; /* optee range : [0x41900000~0x41D0O0OOO], size = 4M
*/

#include <dt-bindings/interrupt-controller/arm-gic.h>
#include <dt-bindings/gpio/gpio.h>

(2) V853 AERFEEAEFILE

FF V853 BE, R Secure OSWFETE secure os FFERRIFNHE, Shmem 5 TA WEH
PRILGHITEISERERBMUES K.

XF V853 HZE, Hf Seucre OS RNEHRE linux W dts X4 (tina/lichee/linux-
4 .9/arch/arm/boot/dts/sun8iw21.dtsi) F1#J optee reserve 11,.“'4:'1&)%, WMTFFrR,

INECE#2tatiity 0x41980000, KA 0x19000. ” >

optee reserve {
reg = <0 0x41980000 0 0x00019000>;
status = "okay';

i

FF V853 AZE, Shmem 5 TA RFFEETE tina/device/config/chips/v853/configs//uboot-
board.dts EF'E’\J optee TRHHTERE, SHIFIANEEWT,

optee- {
shm base = <0x418E0000>;
shm_size = <0x00020000>;
ta _ram base = <0x41a00000>;
ta ram size = <0x00100000>;
i v

(1 5588
#F V853 HE:

1. MPHARLEINEE, TEIE Secure 0S REFZHIAIMERF 0x80000,
2. DEREHEALMER Shmem 5 TA, Bihid3iEH uboot £1F#f uboot-board.dts, 3B Shmem 5 TA WATE
B8, HERALRE, BRFEEHIMINE dts FEE Shmem 5 TA WFHZRE.

3.2.2 ZHEEIA

A B

EREERSTRSEMGITAZE, BMBIT—R./scripts/createkeys SIEESHWEREN, HiGe)E
HIHSARERTF. SXMIT createkeys FMESEMMNENR, EUFRERIBRT, RIFTEEREN.

WRIRFE © HRB2ERZRNERAE. RE—TIMF 12
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createkeys BIZAS 2R #Bdragon toc*. cfgEM—HRAFE BRI, E£AIZEBRTEEout/{BOARD}/
keys/B S Fo 1T pack -s BY, SERXLRASFITHENIBEG#HITERHERBER,

| createkeys{kiE
i [key rsal£m&
AN

__________________

JOCOE’JF’Q@*

 TOC1HIRE <
"___::::::::::::::_I b rootkey=
| onlykey, FARTOCIA{L I B item=

| BEHIPE, FEIER B 2 onlykey=
251 onlykey=
26 item=

27 onlydata=

3-1: dragon-toc R & 3435 BH />\\ 

L R328 A, Hdragon_toc*.cfgXERNA I LEFITR. createkeys #&k#z [key rsa] THY key-
value £HZAN, FTEILIEREE sboot.bin IR tocO.fex, & optee/uboot/dts FIfiE
BX tocl.fexo

BEERNERFREZBCHFAEE R, EH Trustkey.bin, Trustkey.pem 5 rotpk.bin =4
X (BBAZEA RootKey Level 0.bing RootKey Level 0.pem 5 rotpk.bin) J1RZ$A4H
XXM, BEERFRFP,

Trustkey.bin 5 Trustkey.pem (RootKey Level 0.bin 5 RootKey Level 0.pem) ZiR%E
tATAEH, FRERM AR, EXRESHERSH—RVIRA, il £ERNRLEHEEZESH L
Bl KEBRITMINEES.

s
3.2.3 R2EfHRAERE

. pack -s ITEBRMNGE, £HRNEZ2HRERALTout/{B0ARD} keys/BRTF, XHFR Htina {BOARD} <
uart0/card0> secure v[NUM].imgo Hrh NUM jﬂlﬁl{#ﬁﬁﬁx%, EEversion_base.kaﬁ:;;EEo

Tina #H 7T —ML2EHHEENG, BAKIE: TREBHIEPILLRYF] flash EEIH
WRAS efuse FMAER, R efuse FIRAEEES, BEhKW; R flash LEIHBIMRZAE
=, BIhRAEREN efuse 1, #EEH); MRMAEE—H, EEB.

(1 5588

REXZIFEM 32 MhHRE, SIMLINERERS efuse, FRIUSHIRIE efuse HBFE. WTFIIHE (R328), ATEERE
ﬁ'—ﬁﬁzk, I EIgE efuse HEBERE, LEIhEER AT o

WRAFRE © HSEERERHERAE. RE—TF 13
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3.3 AERER5)

REHARLLBEHETE AR

1. }®E efuse HH secure enable bit,
2. J®E rotpk.bin %] efuse H rotpk X3,
3. REZ2EHE flash H,

A BE

e FAM IC, efuse K/IWFFE, efuse HEHFIFHRET efuse PFEF bit XEEHRE—X. L,
efuse PEFSHRSEE, XBIEFHLIERT—R. FHEFSETHE SID ME,

o %5 secure enable bit [§, SILIERTRRLIRE, IHEERFTEN, FRIERRBHIR2E S,
BEHFTERLE M

o BABAT, @3 LiveSuit/PhoenixSuit RERLEHRRMNSHIIEE secure enable bit,

o MEBEEET secure enable bit, XIEET rotpk.bin, BEMIEEBENS rotpk.bin HEE
ERANRLEHE; MEIKES secure enable bit, &HIEE rotpk.bin, ﬂb@%hﬁgﬂﬁﬁiilﬂ
FEBRILLRTD. EXBIRT RIS secure enable bit, BRiGEH™ Eﬁﬁ?ﬁ?{ﬁg rotpk.bin,

o ATEMA, FLMEHF (R328) FEL efuse HBFE, SHFEEN. BEit, EFRBEEETE efuse
IZERVBHR, 5B efuse (HE, BHEERSRLEN. H4E sboot/uboot. DragonSN %% key %I
efuse FHREE efuse,

W{aI#|Bfr secure enable bit BB IRE?

o ENRE secure enable bit EEEAEBHREEMH, FILIMIREREE5, secure en-
able bit i—EHRE T, ELBITERE—LLAFERIITED, 40 “sBo0T is starting!” . “sboot
commit...” ¢ “OLD version:...” ~0“NEW/version: ...” . “secure’ enable bit: 1”7 %%, ] e
1T,
| o PiTcat /sys/class/sunxi_info/sys info, SARHHAIZEERS sunxi secure A secure, MFT
BE secure enable bit E&RE,

WA #I# rotpk.bin BEHEE?

o H1Tcat /proc/cmdline, BEERMEHERFH rotpk_status B, MR RAN 1 RPELKRIRTE,
F: HE1X R328/MR813/MR813B/R818/R818B BEH A= . FE uboot ALEHFT
F+ SID ROTPK CTRL, [FBY env X Hsetargs nor, setargs nand, setargs mmcHIE X HE

%.\rotpk_status=${rotpk_status}o

o RiE%. BREAHEM key ERMNZ2EMH (R2RES—H) , WIRFEEER, MNWKREAE
£2J%E rotpko

o W 1Tcat /sys/class/sunxi_info/sys info, MRBEWNE RSP sunxi_rotpk S| 1, £ BR
rotpk.bin B&&KE, X R329/R818/R818B/MR813/MR813B/R528/V853 34

WRIRFE © HRB2ERZRNERAE. RE—TIMF 14
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3.4 1%F rotpk.bin 5 secure enable bit

3.4.1 BE—
BE—RERAE, A IC B35, TEEAHISE:

1. f£F LiveSuit/PhoenixSuit REZ£EH, T2EHRETENBRE efuse Y se-
cure enable bit i,

2. A DragonSN TE¥ rotpk.bin %5 2i&&H efuse H,

DragonSN & AW F &M PC imltkey (SN 5. MAC #ilit,rotpk &) TH, "JLUE Key
R 3| private 7X. efuse 3 keybox 1, HFi{¥%#FE windows tizfT, DragonSN 5ig#&
Zia@d USB &5, ITHIgEFEREETFH key ER.

FiE—RRERS:

o i PR IC #XH:; HEREK;
o iR FEMA Windows i TH; EFEEREMR NI

3.4.1.1 DragonSN &E efuse s

DragonSN %% efuse 7i280 T EFi=o

uboot JREXEl DragonSN T &H) key #4018, FHEFXEF ATF (aarch64) Z#E Secure OS
(arm32) , ATF 3% Secure OS M efuse Wah key HIES NF efuse 1,

&Y Device
Brom
ATF/ Burn key to
PC o™ Secure OS |+ efuse

DragonkK, handshake
USE
SMC

Recived
Key

3-2: DragonSN &5 efuse itz

WRINFE © HRB2ERZRNERAR. RE—IMF 15
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3.4.1.2 DragonSN %E rotpk.bin $§

DragonSN % rotpk.bin & EBINT:

e I8 burn key B4 A 1. RE burn key HEA 1, &KEFA U DragonSN & usb
Tgﬁﬂ%ﬂ"ﬂgﬁu i&?ii%iﬁj.”/ﬁo iﬁﬁ'&{ﬁﬂzuboot-board.dtsﬁjz%sys_config.fexS‘C#FEF' [target] I
o ﬁﬂ%ﬂifufﬁ@aﬁ, ¥2E burn_key=0 RAIE,

o ITBREEMN, X5 flash &,

& DragonSN Config Tool o | B || R
F g 2 [ &n
Config ftem O=
HE otk = |
' °
Key-£HF | | A
)
375 | BuH

EXNRET

3-3: rotpk REEE

e £ PC im¥t DragonSN TE#{IEIE, T/ DragonSNConfig.exe, ¥ EEFfR, =i ‘K
m”, TE LR —E'Fg&?%q:’iﬂz’é rotpk, R “FE". “WE . R “2REE", B I
BRER" A “RE key’, BERMRE, XHARETIE,

e i&1T DragonSN.exe T &, BZE rotpk.bin FrIEMEKRR, ARKIZKEET usb 5 PC &
¥, EB%%E. ¥ DragonSN RREEREHEERERE, FEER. I TRIEFREREIR
B rotpk.bin, EERRIEFR, &8 PC im F&H rotpk.bin 558 flash L& 2EHHIRIE
PRI SHA256 EFTTIILL, REEEAHERZ rotpk.bin,

3.4.2 FEZ

FAEZHERER2EMH RN, BTREEMHIRE rotpk.bin HE AN efuse, AEHER efuse &
B secure enable bit & 1, ZHaI{X R328/MR813/MR813B/R329/R818/R818B/R528/V853
BRI

WRINFE © HRB2ERZRNERAR. RE—IMF 16



(i;@:lMHANER‘
, KRR W

(0 3588
o EXISIULINEE, FEK uboot Fconfigs/{CHIP} defconfigsi&configs/{CHIP}_ tina_defconfigX{$TF N
F#%: CONFIG_SUNXI_BURN_ROTPK_ON_SPRITE=y

o IINEEREERGE REEFIER.

BiEZ RS

o im: EFiYLLIRGE,
o R REEMHRIAMES T rotpk.bin,

3.4.3 BE=

FE=2% Linux AP ZEE)/%E rotpk.bin 5 secure enable bit, BT rotpk.bin 5 secure
enable bit RETLZLIFIETIEES, M Linux MEETFILLIFE, REARTEMNERS
REEXBLEREWETH TA, TA WEmL/E, EREWIHF T efuse FHY rotpk.bin Al

secure enable bit #{T1%E, HE{X R328 EHA%F. o
<
RS MR g |

o fim: BFLERR, WREGEHBLRER BIEHSLAELREFHE flash L, FENERA

TIRE) -

o fReS: EELIE secure ost TA £ W ANTEEE,

3.4.3.1 API ¥EA

MXIJRFS{ITF tina/package/security/optee-rotpk BR T,

&Y |: Makefile
src

Makefile

na

librotpk.c
librotpk.h
Makefile

optee-rotpk-demo.c
scripts

L— common.mk

ta

include
efuse_read_rotpk_ta.h
user_ta_header_defines.h

Makefile

optee_rotpk_ta.c

sub.mk

ta_common.nk

3-4: 1®E rotpk B9 API JRES

Hrp librotpk.c SWRIFMEXM, ZERHMOT=1 APL
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/**

* write rotpk hash() - write rotpk hash to efuse.

* @buf: input c-style §tring, should be 32byte hash, with a nul terminated.
*

* return value: zéro, write success; non-zero; write failed.

&/

int write rotpk hash(const char *buf);

/**

* read rotpk hash() - read rotpk hash from efuse.
* @buf: buf used to contain the rotpk hash value.
*
* return value: size of hash length.
*/

int read rotpk hash(char *buf);

Hh optee-rotpk-demo.c B—MABA LR API B demo #EFF, WHRIFMARITXH
rotpk na, fERWABIIT:

usage: rotpk na [options] [hex-string]

[options]: >
r read  rotpk from efuse. e
w write rotpk to efuse. ;;
hex-string: input hex-string to burn to efuse. <

w WBMERT A

"rotpk na w", &E 90fa80f15449512a8a042397066f5f780b6c81892198e8d1baad2ebbcedl76f3 Elefuse
B rotpk KXig,

"rotpk na w 1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef", HKE BHENX
MFERTER 1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef Z| efusely
rotpk Xig,

"rotpk na r", EEX efuse HEY rotpk WZE,

x BRAKIEES TEEANBER, E, TA,

3.4.3.2 RE5E

B4, EEFRE secure os 5 TA/CA FEIFIExL, BESEE 4, 5 &,

Hx, 11T make menuconfig, FREINTEI,

Tina Configuration

Global build settings --->
[*] OP-TEE Support
choose OP-TEE version (optee version x.x.0) --->
Security --->
OPTEE --->

-*-optee-client-x.x
=¥- optee-os-dev-kit
<*> optee-rotpk

WRINFE © HRB2ERZRNERAR. RE—IMF 18
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AREMITER2EHHIES.

3.4.3.3 (EAGIF

root@TinalLinux:/# tee-supplicant &

root@Tinalinux:/# rotpk na w

buf in: 90fa80f15449512a8a042397066f5f780b6c81892198e8d1baad2ebbcedl76f3, size: 64
NA: write efuse hash

NA: init context

NA: open session

TA: create entry!

TA: open session!

NA: allocate memory

NA: invoke command

TA: recocmd 0x221

TA: keyname:rotpk,key len:32,keydata:
0x90 Oxfa O0x80 Oxfl Ox54 0x49 0x51 Ox2a
0x8a 0x04 0x23 0x97 0x06 Ox6f Ox5f Ox78
Ox0b Ox6c Ox8f Ox89 0Ox21 0x98 Oxe8 0Oxdl
Oxba Oxad4 0x2e Oxb6 Oxce Oxdl Ox76 Oxf3

NA: finish with 0 ¥

3.5 K5 rootfs

3.1 TH$g%], Secure Boot M brom #4774, F Linux Boi4EE. B rootfs &EHITIK
I, AT rootfs BITEEEME; ¥& Secure Boot EEZE rootfs, Tina SINF#M A% uboot
5 rootfs 5 dm-verity,

A BgE

o rootfs Wi RIRAREHITEIE.
o rootfs HEBLKIARE squashfs,

3.5.1 uboot B4 rootfs

AT rootfs BERIFIRA, M flash FIEEUANRKRIEETEIERLLER K, Tina EiRMET —7E uboot
FYEERIES rootfs B9ATE, RILURENERS rootfs MEIERHITRIS, BRURLKILETE],

F: X R328/R329/MR813/MR813B/R818/R818B/R528/V853 BEH AL IFHZINEE,
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3.5.1.1 uboot K& squashfs rootfs IhEEIFH

IL:\ngE

e A extract sugashfs T B3} squashfs rootfs #{TX#¥, BEEAE 1M Bam
rootfs per MB ETH#HE, BEEFE 1M MAXH, rootfs per MB 7 env A&
B, %A 4096 EEHEE full, HF full RRWTED rootfs #HITRL; MAKRIZE, BIA
BY 4096 =15,

o KA REMNEIBHSRMAIX M, SZXHFEITER, ERIEH.
o f#M update squashfs TERIEPHETE squashfs rootfs LR,

B3R, #H extract squashfs-i§ out/{BOARD}/image/rootfs.fex #1T7X#¥, FRECC M

out/{BOARD}/image/rootfs-extract.fex, £l SCPFirmwareContentCertPK X{i%

rootfs-extract.fex #H{T&H, £HIEH out/{BOARD}/image/tocl/cert/rootfs.der, A

AT A update _squashfs #iZ rootfs.der IEPMIETE out/{ BOARD}/image/rootfs.fex #Y
st RRAb, BENTIZ, 7 uboot HURERIER AIHERT rootfs HITHR L, @

<
P g EER 2T 84S scripts/pack img.sh FSEH,

3.5.1.2 uboot K& squashfs rootfs HE

B%, 1T make menuconfig, 17 CONFIG USE _UBOOT VERIFY SQUASHFS %M,

Tina Configuration
L> Global. build settings | --->
L>o[*] Verify squashfs rootfs>'in uboot

HoR, H1R uboot S {flichee/brandy-2.0/u-boot-2018*/configs/{CHIP} defconfigf FF/E T CON-
FIG_SUNXI _PART VERIFY=y W&,

fEgEizThaela, ERshEIESR, uboot ZHIMEMINTAY log.

pubkey rootfs valid
partition rootfs verify pass

3.5.2 dm-verity ¥l
Tina dm-verity @ A7 BRI EPRIEFESX (BFEE rootfs 7X) HZEMMIZITH—
EfRAR, dm-verity NMBEIFFIA; EEMEFZITITIRER, RBHEIEE 2 XEIEHNIIE,

dm-verity TEFHEIEH, KRENIZIZMHEMN device mapper ¥, IIEFESX hash tree #
B, WIEEdfE, EEET R LR dm-verity 88 LUEEMIMHZIEES X EIENIRE, &
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ZBRETEl dm-verity IKET R E, BENFFRMEHRIERATER block itH—JX hash, ¥tk hash
{553% block 7E#J#4 hash tree FIXFAY hash #H{TxFEL, —B3XFEbkK, dm-verity #E&iR[E
KMA IR ER AR S

kernel

|

initramfs

load dm-verity table
in verity_block
verify hash table

with key in initramfs

setup dm-verify
mapping

R 3

rootfs <

3=5: dm-verity 32 rootfs itz

Tina dm-verity ZERELZEFE, * Secufe Boot RE— 1T, BMERBEXHRESD
XHTEEM, HHRIEX G ARANBERR BREL,

dm-verity IIFRX 4 &4t 2 X8 RZI0 LEFR.

3.5.2.1 Initramfs 9

<>\/
Tina B5HAY, 7F initramfs FIEIF dm-verity table &5 M, HiE#H dm-verity PX,
LA MEBFA initramfs, [EFY initramfs FEEEEEHEXMITA, 40 openssl. veritysetup
%,

Tina 3.0 RAESZfEIRMET — initramfs £ A,
TmELL cowbell-perfl R4 HMESE, HithHFREM.

1. source build/envsetup.sh
2. lunch cowbell perfl-tina

3. make ramfs_menuconfig
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(1) 35 8E

make ramfs_menuconfig <34 target/allwinner/cowbell-perfl/defconfig_ramfs i#{TEREEN, HETFiZE
BXER initramfs, M1RiZHEREE defconfig_ramfs, {584 defconfig 71 defconfig_ramfs, ATEZIE, WFF
SEMNRE SRR,

BEENTENERECEIER:

Tina Configuration
L> Target Images
L> [*] customize image name
L> ... customize image name
L>Boot Image(kernel) name suffix (boot ramfs.img/boot initramfs ramfs.img)
L—> Rootfs Image name suffix (rootfs ramfs.img)
L> System init (busybox-init)
L> Base system
L> _*. pusybox-init-base-files
L [*] Customize busybox init base files options
L~ (busybox-init-base-files ramfs) PATH for busyboxObase files
L> Security --->
L> Device Mapper --->
L> <*> cryptsetup
L> use crypt lib (use libopenssl) --->
L> <*> dm-verity
L> Utilities ---> B
L> <*> openssl-util

4. make ramfs [-jN]

N

I BFE make/ ramfs, FEER make.

U EZBRITRE, £/ initramfs I F out/cowbell-perfl/compile dir/target/rootfs ramfs
BRTo

BERIW, initramfs ;-\z%jgmﬁ—;k, Bl LUE M ESFH initramfs REE—N#S, LSRG
EH4EM. WEFX initramfs KWAB, TEEEHWE,

3.5.2.2 dm-verity B

AR S%E 3.5.2.1 )\ UHBEAMELF initramfs,
TELL cowbell-perfl Al HAEDE, HithBREM
1. source build/envsetup.sh

2. lunch cowbell perfl-tina

3. make menuconfig
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Tina Configuration
L—> target Images
L> [*] ramdisk
L> -.- ramdisk
L> Compression (gzip)
L> (../../out/cowbell-perfl/compile dir/target/rootfs ramfs) Use external cpio
L> Global build settings --->
L> [*] Device Mapper Verity

4. make kernel menuconfig

ERIN T ECE.,

Linux/arm 4.9.118 Kernel Configuration
L> General setup --->

L>P[*] Initial RAM filesystem’ and RAM disk (initramfs/ihitrd) support

L> [*] Support initial ramdisks compressed using gzip
L->"Device Drivers --->

L> [*] Multiple devices driver support (RAID and LVM) --->

L <*> Device mapper support
L <k Verity target support

5. ./scripts/dm-verity-key.sh

(0 3588

HITiZMA, $7E out/cowbell-perfl/verity/keys FHEM—" key, 73 dm-verity-pri.pem 5 dm-verity-
pub.pem, #5413 package/security/dm-verity/files/B® T, RIIE 2% dm-verity-pub.pem E§F|

out/cowbell-perfl/compile_dir/target/rootfs_ramfs T, BEis& 7 verity_key, i&&E BT EEER I AR
ik rootfs,

A EE

o dm-verity-pri.pem ZBF\fH, EFEEMNIRIIE, AU dn-verity table #ITER, IBZER
=

o MEFRITIULHIA, ﬁﬁﬁvpackage/security/dm-verity/files/'FﬁikB‘J key, EtiESHHMiT—
RRFREBRTH key, FBIT—RHE, MSBEIH—X key,

6. make -j

7. pack -s [-d]

U EPRE, AILER— 1% dm-verity &L 2EH.

3.5.2.3 dm-verity li#
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root@TinalLinux:/# 1s -1 /dev/dm-0 /dev/mapper/rootfs
brw-r--r-- 1 root root 254, 0 Jan 1<08:21 /dev/dm-0
brw------- 1 root root 254, 0 Jan 1 08:21 /dev/mapper/rootfs

W& H/dev/mapper/rootfs X, HiTmount -t devtmpfs devtmpfs /dev/SEIRIEE]o

o HiEZ. BEEH

root@TinalLinux:/# mount
/dev/mapper/rootfs on /rom type squashfs (ro,relatime)

3.5.2.4 . dm-verity

e 5 flash F[a]

LTI dm-verity ABEISE. EFSME initramfs, vzﬂlljﬂ?%ﬁf?ﬂ“?g>
<

o RYIERERM

dm-verity IhEERILIIR S Tina R4E £ ERE, EEMESSMANEIRHE, SEKBEHETE, [F
i rootfs 3 XHREGRE,

3.6 KEBEIHAMN

3.6.1 EEhEHaEn
Ze BRI ERESERLEN T —MEETHEGHITIKE, SEMEstE, X FIELEELE,

BAEKEK 500ms £48 (RE1F rootfs IRK) . LPREINNE=REEMENTER. B4 CE iR
A&, cpu/dram MERFRZNFMTMARE.

3.6.2 ota ARAIL

B 3.2 /0T, R2EfHE5FRLEHRE—ENER, BT ota AL, BHEERLE
FBYS {4

o H4& optee/uboot/dts/sys config, FEFHA tina/out/{BOARD}/image/tocl.fex X,
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N
o #4 sboot, EE(EA tina/out/{BOARD}/image/toc0.fex X1F; & <
@Qﬂé& linux kernel, & %Fﬁ tina/out/ {BOARD&@%age/boot.fex X145 QQQ QQQ
o F& rootfs, %‘EE%@ tina/out/{BOARD}/i@%ge/rootfs.fex A%, & <&
& O O
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N
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o S
S S S
S & & &
O o2 <><>” <><><>
S Secug@ OS © &
S S S S

ARM Ff CPU S REHAMER, 18ITT SMC 1E<9RE B I —MIHERESELES SOC £l
BYREH IP #5932 T ##9 ARM TrustZone MR 2R,

Tina M SOC BEX#F ARM Trustzone, BEE&IH#E Linux EALTEMENERNLZLS
=, RT3 ARM TrustZone, EHNE—ERHERIEHITIFE TEE, Tina X8 OP-TEE

@%—W}@@E?ﬁé%éﬁiﬂ, EF%%@E ARM TrustZone # TEE/GP &= iR/, &
o RS %00/\’ %\}6\’
<> Q QQ QQ

<> <>

7@%&?5’] client.

<>

@ 1 optee ._.\M
&

©<> optee &%, E%ﬁ T‘ TEE FETH o & os. TA. LI5S
driver. NA 4, —HAHME5. optee E\TZIS *’J!ID'FIFE/

OP-TEE w
il e
-1
DRM Payment ] {Corporate %
Trusted Trusted Trusted
R LLLD  CLLL LLLLLLLLLL 4 LLLLLV! e A O Application Appllcatlon I |Application \{'\\D
: : o] 6\’
2 fo° | optee_os|
o J0 1 IR ..r....% ............................ o
PRV St U, A o [5_ oaed ool GlobalPlatform 0 LLE
Q@ : § TEE Internal APl < IR E
</ --------- ) ) . E B
QQ E Secure TEE core J [TEE'L%%ETS;“DS Ea
<>© @ % Menitor P S
S - ( HAL ] | B
E .........................................
HW resources
crypto, timers, watchdog, fuses
ARM® TrustZone®enabled
chipset
4-1: optee BIKZEH
o o o o
& & O O
& & <& O
<& O O &
<& <& S <&
<>Q ©<> ©<> ©<>
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4.2 FBE Secure OS

4.2.1 Secure OS &%

Tina EH4EITE=B5E Secure OS HBZRITHEEZLEHH, Secure OS FHERL Fdevices

config/chips/{IC}/bin/optee {CHIP}.bin.

TEE FIRERNAES 3 NS, SBoA/NERIAMILTE Secure OS HIFIIEE. SEHE
BT

/|

o HEW7E, REE 5 TEE & smc iI5$#H1TRE, smc REEBETFERILERNEIE, &
LR RS HZAEHITRIE. REE 1 TEE #EiHE RS

e optee os N7, optee os TAMNE, optee os WINEE L FIAiET1T, REE TAGAIR,

o TA NTFEHE, MNE TA. HE TA #. HKHAETIE, H optee os #HTHEC. HELFE—T TA
RIR7F R BEH 1% TA ¢ optee_os 3518, Hfth TA Fi%iAE. REE XA AR

o

S

A BE $

HEREZPREEN TEE KIRFHENE, MEREFENXNSHIEIEEERE optee {CHIP}.bin 4miFIHEEMNK
IhNGihERigE.

{Bi%& R328 Secure i EEEMAMAEFINT

1. SHARE MEM: 0x41900000-0x41A00000
2. OPTEE OS: 0x41A00000-0x41B00000
3. OPTEE TA: 0x41B00000-0x41C00000

EXH tina/lichee/linU)g—;L-. 9/arch/arm/boot/dts/sun8iw18pl.dtsi tBAZFNE 3M FIRNTE,

0x41900000 Ox00300000;

4-2: AEMERF

4.2.2 RtzZHF optee Kz

EWIZPMEEE optee IXE), 1T make kernel menuconfig, FEFRIITF/LI:

Device Drivers --->
<*> Trusted Execution Environment support
TEE drivers --->
<*> OP-TEE
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Tina L8887 TA/CA FRIFE, EFHFE Tina A% TA 5 CA NAER.

Tina £ TA/CA FRIMREFES KU T/ packages:

1. tina/package/security/optee-client-x.x, 12t CA FTEM tee-supplicant LA libteec
B, H& x.x IREBARES,

2. tina/package/security/optee-os-dev-kit, 12fft TA iRRIFIFIE,

3. tina/package/security/optee-helloworld, *7F helloworld B9 TA/CA demo &%,

4. tina/package/security/optee-secure-storage, X7F optee Seucre Storage By TA/CA
demo 2%, o3

5. tina/package/security/optee-base64, *F base64 HxH TA/C%<d%mo ERF.

6. tina/package/security/optee-efuse-read, * Fi%Hl efse & CHIPID, ROTPK,
SSK, OEM 3 OEM SEC FXig%H TA/CA demo 2R,

7. tina/package/security/optee-getdmkey, *FM keybox FiREX dm-crypt I1% key BY
ERF.

15 2 2F % TA/CA FRERIIFIE, 3-7 B 52— TA/CA demo #2F, Xt demo EF
=ERH 1. 2 XN,

A BE

o EfFM TA/CA FEIFIR, HIREEXIF Secure boot K Secure 0S,
o demo Ef#‘ﬁﬂi?ﬁﬁiﬁ!ﬂiib LR RIREEERER,

5.1 TA/CA FXRIFIEFER

CA BT Linux inBiERF, AEHMNBER—F, HFRER, REERHH optee-client Ffy
IREHIE, BIARIESER.

TA BTZ2NEER, RIFEEEB) TA dev-kito

NE(EA TA/CA F4FEE, 1T make menuconfig, FFEIITEM:

Tina Configuration

L> Global build settings --->
L> [*] OP-TEE Support
L> choose OP-TEE version (optee version x.x.0) --->
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Ls Security --->
L> OPTEE --->
Lo > 0Pt ClaEN =X X e vttt ettt ettt e ot e e et optee-client
Lo <> optee<05s-deV-Kit. . .ovueirite it iii it optee-os-dev-kit
(D 5588

FEEmEY, BINERIRIAN OP-TEE ks, Zi#if MR813/MR813B/R329/R818/R818B/R528/V853 {£F 3.7.0,

RIRET, =18 TA FREMRIFIFIEM tina/package/security/optee-os-dev-kit/dev kit El
F| tina/out/{BOARD}/staging dir/target/usr/dev Kkit,

5.2 TA/CA AR M4miE

TA/CA A RFESZE GlobalPlatform RHBIAR/ERE A,

471% TA/CA BIX B ST BFIFETE, 41 CROSS COMPILE HOST, CROSS COMPILE TA
% TA DEV KIT DIR %,

\9

TA/CA FRFIEFEAAS%E Tina LR optee-helloworld & tma/packﬁrge/securltyloptee—
helloworld/src BYLH, HAXmFEDIZEATSE TE:

5-1: RIFRTIKE

(0 388 S
OPTEE wiiid UUID W—iRRRLHE TA, Bt R TA BFEEE ta/include/user_ta_header_defines.h X{4Hig
B TA_UUID, UUID FIfEM uuidgen TA%M,

5.3 TA &%

Tina EXHFIR TA &84 key, E4iF TA 281, S EFopenssl genrsa -out default ta.pem 2048
ﬁ?%%ﬁ'iﬁi /\key, XTEK'L}\ keyx_ g?ﬁé Eﬁlﬂ key E’JE% ’f_La:package/securlty/optee os-dev

-kit/dev_kit/arm-plat-{CHIP}/export-ta arm32/keys/default ta.pemo

WiF TAWMERER, 2EAZ key X TA #HITER, EITEEER, K@ scripts/up-
date optee pubkey.py HIZAIEENZ key I AAHIGHIRTEE optee os B image H; XIFHL
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RIET RELEZPZ key ERGER TA A I LUETTEBE S 1% key 258 optee os L. HLIEFE
ZERF% keyo

scripts/update optee pubkey.py BIZ{ERREINT :

usage: update optee pubkey.py [-h] --in file IN FILE --out file OUT FILE --key KEY

optional arguments:

-h, --help show this help message and exit
--in_file IN_FILE Name of in file
--out file OUT FILE Name of out file
--key KEY Name of key file

5.4 TA IN%
BIAER T, Tina HIFMN TA A#HITTESR, FETNE, TA ZHEHFIXEURAXERFRE
rootfs A Y/lib/optee armtz BRT,

o
g, Tina ZHE R328/MR813/MR813B/R329/R818/R818B{R%28/V853 BFELR
TA MEEBER, HthARERFLRIINEE.

#1177 make menuconfig, FBEITEDFELE TA & (—BRE, FAEH TA #H#HTNE) o

Tina Configuration
L> Security ---3
L> OPTEE -4->
L> _*_/optee-os-dev-kit
L> [*] whether encfypt ta
L [*] encrypt ta with which key (ssk) --->

BRINZEZARFEE R (NBEAKERN 128bit)

o M ssk RIEAMBEWH. L5 EBEBHES efuse LK ssk XHH, RS ssk AT
?Utina/package/security/optee—os—dev—kit/devikit/arm—plat—{CHIP}/export—taiarm32/keys/ta7aesikey.
bind, EHFHIF TA. BLHEK efuse # ssk XKIFWKES 256bit, ABANENEHFF] 128bit
£ ta_aes_key.bin X%,

o {EF rotpk JREM key fENMEZH. FTE(EED tina/scripts/generate ta key.py TAX
k. HERAFZEINT, BERN OUT X4 EAR Mtina/package/security/optee-os-dev-kit/

dev_kit/arm-plat-{CHIP}/export-ta arm32/keys/ta aes key.bin, BHRIFRSR,

( usage: generate ta key.py [-h] --rotpk ROTPK --out OUT )
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5.5 2N HA demo

5.5.1 optee-helloworld %%

% demo B CA MIMIAA TA, URNMEIHZERRR TA Lz,

root@TinalLinux:/# tee-supplicant &
root@Tinalinux:/# hello _world na 1234
NA:init context

NA:open session

TA:creatyentry!

TA:open session!

NA:allocate memoryTA:rec cmd 0x210
NA:invoke-command: hello 1234
TA:hello 1234

NA: finish with 0

5.5.2 optee-efuse-read R .

»
S

% demo H TA B RZ4AMA utee sunxi read efuse Shyutee sunxi keybox RIREX efuse
5 keybox FHIAZE,

A
& demo RERTEA, LIMERNFESRMBNABITENREEE CA,

- )
=

root@TinalLinux:/# tee-supplicant &
root@TinalLinux:/# efuse read demo na/rotpk
NA:init context

NA:open session

TA:creatyentry! S

TA:open session!

NA:allocate memory

NA:invoke command

TA:rec cmd 0x210

read efuse:rotpk

read result:

0x90 Oxfa Ox80 Oxfl Ox54 0x49 0x51 0Ox2a
Ox8a 0x04 0x23 0x97 0x06 Ox6f Ox5f Ox78
0x0b Ox6c Ox8f Ox89 Ox21 0x98 0Oxe8 0Oxdl
Oxba Oxa4 0x2e 0xb6 Oxce Oxdl 0x76 Oxf3
NA:finish with 0
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BIERRIZOEF, FHRAKENBIENRETE, BHEFRIPNRE—EML. Za) Tina LR
7 =% Secure Storage &E LI :

e keybox Secure Storage
e OP-TEE.Secure Storage
e dm-crypt Secure Storage

6.1 keybox Secure Storage oy

N

BT efuse TE)ZPR, Tina T keybox Secure Storage IiJﬁ‘éj ZEERIAFT B, key-
box & Tina EXIMH—MLLEFHERA, ERFRER key f£1%%] secure os, 1 secure os
{ER efuse AR ssk 3 huk ¥ key #1TINZE, ARRINEGHN key R7EFE flash E—F15E
AN, ZXEAMNIZERKX, BENSIBRELEHE, EREFHEFIIWIER.

6.1.1 keybox /%5 MBI

5 keybox B A, —MEER DragonSN, 5 ANBHIEW efuse FRY ssk #HITME, Fr
BReHRYETHE; F—MEMER keybox na, X MR813/MR813B/R818/R818B/R528 &
FEZFF, EANSIESH efuse™ Y huk MN%E, R efuse %A huk XiF, M&E chipid
TREH—1 key ST,
(1 35288

1RE keybox ZFi, EIERAIRE efuse MY ssk 5% huk i, REAHEEE 6.1.2 I,

6.1.1.1 DragonSN %E keybox

£ DragonSN /%&E keybox ;izdl FEFfT.
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1 TE'key 2 WENE
_q_lsu_; Uboot || SecureOS
e 3 EE
ENEEN =
kE','EJ\*%E Eh:.mkey
flash== 18] . y
flash

6-1: keybox %5 iz

6.1.1.2 keybox na /&5 keybox

keybox na BIUERAFZEKEE keybox, HIRIB{IF tina/package/security/optee-
keybox,  keybox na @—1 NA, EX&iX key data %l opteglos 9 PTA, PTA HEINEG,
BEINZEEIEREILA NA In, 5AE keybox H,

make menuconfig I TFEE, HiFEMK keybox na.

Tina Configuration f
--> Security »
--> OPTEE <

--> <*> optee-keybox

keybox na #7490 .

usage: keybox na [-rw] [-k Key name]| <-f key file>
[options]:
-r read key named ‘'dm crypt key'
-w write key named [key name] with binary [key file]
-k key name
=f key file, binary

N "2

6.1.1.3 keybox iZBURTE

keybox EBURIZM T EIFf ™. BahidiZs uboot IREB—EMRMG (I 6.1.1.4 /©F3) 35 flash
LE10Z8 key 3E£EXE secure os #ITHRE, H—EIRERE secure os WAER, # TA AR,

INEER
r T
2. fEfsacure o5 | | U:EEECU ®
Uboot - Sccure 05
1.iRELO 4 TARESIRE
Bikey I r BiRE
flash TA

6-2: keybox EEURIE
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6.1.1.4 keybox ¥I%&

S¥F3E R328/MR813/MR813B/R329/R818/R818B/R528/V853 A%, uboot S¥FAEINE
B key INEZE secure os FHITHER,

X+ R328/MR813/MR813B/R329/R818/R818B/R528/V853, uboot =iREIFIRT £ key-
box list FEFINFHZE secure os FM key, keybox list BT E7E env XHFHITEE, F
BiES9MRE key, LLUITEMIGIFH, RFEA rsa key, ecc key 5 testkey B key S NE
E secure os HUH{THER,

[keyboxilist=rsa7key, ecc_key, testkey ]

(1 3588
3+F R328/MR813/MR813B/R329/R818/R818B/R528/V853, A DragonSN 1% key Fl keybox Zi#i, %HE
BiEYF keybox_list, EMIREHK key A&4Zid secure os %, REUBXIFRTE.

6.1.2 DragonSN /&E efuse 5 keybox HECE Q&;:

¥
<
BIEBENA T RE rotpk FINECE, TELHIESR efuse REM key BIEEE.

[oniig Item Bl
#2 [SHendE =)
HEHER  [Ezkey -
gran [zt
KeyEEE Bk
key type [efise B

=mew [

Const

B LA I

6-3: efuse key IREEEME
<>\/

KT efuse FIELE “BSER” N B2 key’s
Heh "B R REETE DragonSN TR ENET, FREMaE.

Hrhfy “Key BIF” RERKFENERTR, XIF R328 FKiFEHE chipid. oem. rotpk. ssk.
oem secure Afp, HttFRE—LLER, @%F chipid. rotpk F&E1TH.

1%F efuse BY, “key type” TEIER efuse,

%5 keybox key B, DragonSN B9x<EE &N T EFIT.
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Config ltem , <§
L WEEE -

EEEE e =]
Eras  [ester |

Key &k |t:5-c:y' ) |

keytype  [fash -]
ez | |

Corst [T

B L

6-4: keybox key RS 2EME

1%F keybox REEE “IREREL” A “LL key”s
Heh “REM” AR E/RTE DragonSN TEEHNZF, AEFIEEH,

Hrpy “Key & XFAEHN IC EARABEWEE. XF R328. MR813. MR813B. R329.
R818. R818B. R528. V853, AILETEN. WFHEMSE, ML widevine. ec_key.
rsa_key. ec certl. ec cert2. ec cert3. rsa certl. rsa cert2s rsga?cert3 XL ED
FRig, NRFEEEXEF, WHEEELX uboot. monitor/secure o8 Fo

1%F keybox BY, “key type” TEER flash,

(0 5588
R KB TR (SHBIXH”, BATFREH Key XHFRDAELL. binNEE.

6.2 OP-TEE Secure Storage

OP-TEE Secure Storage Z#1R#E GP TEE Internal API #ELMMLZ 2 EFMEFT AR, ©IEB
Secure OS B#IE#HITINE, ABKRFIIXHGRS (/data/tee) 3 RPMB H, IWINEERIIEA
FRGENE, THORETEENLAEES TR,

RIESIREMEMAENRRE, Tina EZ#FF# OP-TEE Secure Storage:

e REE FS Secure Storage., MEZBEGENEHIBREE linux XHRFKEF (/data/tee) o

e RPMB Secure Storage. NZEGEHEIERFE eMMC %%&H RPMB (Replay Protected
Memory Block) 43X,

(1 3588
e Secure Storage Kifi Secure 0S, EItRERLEHH7 S OP-TEE Secure Storage Ifiik,
e RPMB E eMMC FHI— " RARSHENSRX, EtRE eMMC 7%,

o YHi{X R18. R328., MR813/MR813B. R329. R818/R818B. R528. V853 %i§ OP-TEE REE FS Secure
Storage IhEE, AFFREER 6.2.1.3 /M5, {X MR813/MR813B/R818/R818B/R528 1§ OP-TEE RPMB Secure
Storage IfiE.

WRIRFE © HRB2ERZRNERAE. RE—TIMF 35



@LWIM/ER /
g IR W

6.2.1 OP-TEE REE FS Secure Storage

6.2.1.1 REE FS Secure Storage LIHEIESS

OP-TEE REE FS Secure Storage BYZ {42240 F BT

Normal World Secure World
8
[}
& TA |
@
L] -
=) [ TEE Supplicant I<— | GP Internal API Library |
I TEE Trusted Storage Svc. Call l
']
9] File System 0( Driver
T [\
. S e
< TEE File0 System e

e
)
6-5: OP-TEE REE FS Secure Storage E’X#?ﬁ’f}@

6.2.1.2 REE FS Secure Storage X425

LES NIE, TA A GP Trusted. Storage API RN EEO, ZEO=AR TEE
Trusted Storage Service HEJHE% syscall SLHANEI OP-TEE B kernel space H, 3%
syscall 2B —%%I8 TEE File Operation Interface EOREZES NREIE. TEE X4 &
KRB SNWEIRETINE, AE@E—A%IM RPC JHEME TEE supplicant 431X REE X1Fig
ER LU KRB INZERI 3B, TEE Supplicant XTiXLE7H BTN, RESHHE X IGMERE
BEREINNA Linux XERFEH(ZIAZE/data/tee BR) o UERXNEEHIENLIE, 13K
TERYB IR, Y

6.2.1.3 REE FS Secure Storage #Z$i&12 Key Manager

Key Manager s TEE file system R — MY, ©EERARLIBEHIENMAE, HIIHRMN
key #{TE, 7£ Key Manager F=ERA=MFEEM key: Secure Storage Key(SSK). TA
Storage Key(TSK). File Encryption Key(FEK),

(1) Secure Storage Key - SSK

SSK B—%* per-device key, ¥ OP-TEE Bzhft, £ key, HREERENEF. SSK
FARAER TSKe. SSK I T AR IHEFH:

SSK = HMACSHA255 (HUK, Chip ID || "static string")
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Heh HUK A Hardware Unique Key.

(0 388

« X B M HUK =Ed tee_ otp_get_hw_unique_key M O¥ IR OB B, ¥ F
R18/MR813/MR813B/R818/R818B/R528 Xiit, ZHMEIKXM efuse H HUK HBEHE] 128bit; 3F
R328/R329 ki, BT efuse RARTFE HUK XiF, ZEHEiEM efuse F chipid HRBH#ITIRE; MNFHMS
R, WERHCEEEM, ENZEBENNABT LSRN 0.

o XEHK SSK 2H HUK 5 Chip ID $5H18%, 5 efuse Hi) ssk KIBFRRA—1MER, EIERXS.

e ¥F MR813/MR813B/R818/R818B/R528, Elf+$F—R/SEhEY, & CE 1ERK TRNG £/ 192bit HIFENE, T
AE| efuse B HUK H, SFHMFE, Bk efuse P HUK XiF (IR efuse HTETE HUK XiE) h= 0, TERH
B DragonSN TAF#1TRE. REREHRAPIER 6.1.2 M,

(2) TA Storage Key - TSK
TSK @—* per-Trusted Application key, F3k¥Y FEK #1TIIf#%. TSK A ITEWOT:
TSK = HMACsua256 (SSK, TA UUID)

(3) File Encryption Key - FEK

YUgE— TEE X8, Key Manager £5&3 PRNG Rt XH4E— MNP FEK, 5%
>[5t FEK 72H(E meta file B, 7 FEK A&&/8%% TEE ﬁszriﬁﬁnuﬁ%@%%
<

6.2.1.4 REE FS Secure Storage Meta Data &S

—
~
.

o | [ TRESL

\
A }
el B
—— ~— 7 ,t"
AAD % /
<>v // — ~
\J Y 4 T~

¥ —
Meta Field: |Encrypted FEK| Met%@l Tag IEncrypted Meta D@gﬂ

6-6: Meta Data MNZRIE
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6.2.1.5 REE FS Secure Storage Block data IN%E iz

Meta Field: |Encrypted FEKb O I

Decryption

v
lTSK} »  AES, |

[ o
Block Field: ['Block IV [ Tag |Encrypied Block Data

6-7: Block Data INZimiE

6.2.2 OP-TEE RPMB Secure Storage °
6.2.2.1 RPMB Secure Storage IhEEIESR

RPMB Secure Storage 3R{4HHEZ I REFRo

| NORMAL WORLD g SECURE WORLD

u tee-supplicant g Trusted application

5 {rpmb.c¥ g (secure storage APT)

E A N - A

R [ | |

======= I0CE]l ~mmmergQf g L s | e s
| | OP-TEE
v v (tee svc.storage.c)

MMC/SD subsys. OPJFEE driver : (tee_rpmb_fs.g, \tee_fs_key manager.c)
N M - A

|

VoV |
gv?ltroller driver |
I

6-8: RPMB Secure Storage 3 {$1E58

OP-TEE OS #H A EE eMMC IKzh, Fitb={EBh Linux ixAY tee-supplicant &3 ioctl XY
RPMB 3 K#1TiA10),

6.2.2.2 RPMB Secure Storage Z{iER5INEE

RPMB Secure Storage X{EINEZISIZMT:
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FEK = AES-Decrypt(TSK, encrypted FEK);

k = SHA256 (FEK) ;

IV = AES-Encrypt(128 bits-of k, block index padded to 16 bytes)
Encrypted block = AES-CBC-Encrypt(FEK, IV, block data);

Decrypted block = AES-CBC-Decrypt(FEK, IV, encrypted block data);

Hreh SSK. TSK 5 FEK 9405 REE FS Secure Storage —3, REANNBRELEER,
RPMB FBIZE AES-CBC:ESSIV, REE FS HiE AES-GCM,

6.2.2.3 RPMB Secure Storage LhEERBH

BHEFEEM rpmb key #E5ANE eMMC # OTP XiF, BIEEHEHEEREZ key ()
Tina ¥t key ENE keybox F1) <. BNMERES BT

(1) uboot rpmb i

uboot 7, BIANKEFE romb I, FEFHRB. EFE KX Ftina/lichee/brandy-2.0/u-

boot-2018/include/configs/{IC}. IO NIN T Z=FR(EHE- </>
¥

( #define CONFIG SUPPORT EMMC RPMB )

(2) uboot M# rpmb key Zloptee

£ env XHHHB keybox list THIIN rpmb_key, uboot EEENIIZHF, FHEBETNIEE rpnb keyHY
&2 key, %%l optee os A,

(3) 125 rpmb key

rpmb_key BYER, BEEAXRN 6.1 /YT X T keybox HiiE, XEFEIEHIRE, BFYM

Egrpmbikeyo
RE DR, WR ubeot 3K optee #MEIRZF A rpmb key WL E key, BRI key HRE
emmc # OTP &, AEBEEE keyboxo

A EE

o rpmb_key BEE key, KER 256bit, BEERE.
e RPMB Secure Storage EEFEM optee.bin, Tina SDK ERiNBEE R optee.bin, MEXF
IEThEE, R AW RLHEOA.

6.2.2.4 RPMB jAi#TH

Tina E&EM T mmc-utils TR, FHFEiR RPMB, #iT mc -nEFHFERIHA,
mmc TEFEHRY, E&8%FN rpmb key BIER T, ATLUREX RPMB #3E8, BREHFBERIE
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AN ERIENT, EN rpmb_key 7 8ERIEIRENMEIE B #W BN, RPMB NS NEE®
A rpmb _key, HIREANH rpmb key R, EEHSIRE,

6.2.3 Tina OP-TEE Secure Storage demo

Tina OP-TEE Secure Storage demo @& FFHE=FFIEE optee-test F BN IHEE FIEEL T
X, ERPWEILIEBZE optee-test BITHRE £,

XX {RTEE tina/package/security/optee-secure-storage BRH, ERBWT:

— Makefile
L— src

F—="Makefile

F— na

| F— demo.c

— libstorage.c

— libstorage.h

— Makefile o
— tee api defines extensions.h ><
L— tee ‘@pi_defines.h 4

a

— include
|
|
|

|
I
I
|
|
L

~+

— storage.h

— ta storagé.h

L— user_ta header defines.h
— Makefile
— storage.c
F— sub/mk

— ta/common.mk
L— ta entry.c

6.2.3.1 Tina OP-TEE Secure Storage TA

<§\/
FHAE Secure World X T — TA demo, FXRIEA Secure OS H#Y TEE File Sys-
tem STEURFITINEZERIE, TA BURIB{LTF optee-secure-storage/src/ta Fo 2 Normal
World BN AEFARIEKE, It TA 2#MNEEl Secure World HiE17.

Ta BRTFEEAT ta storage.h kX, XHHEET TA B UUID MAKRIEXE command
WS

6.2.3.2 Tina OP-TEE Secure Storage Library

#FN1% Normal World #[E Secure Storage TA X ERIZ[HHITT %, BT optee-
secure-storage/src/na/libstorage.c X4, FRIARIZLEXH. Linux mN AR UERE
TERHREFNEA, EFTH%, 88U TEDN APL
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(1) eV

TEEC Result OP-TEE fs create(TEEC Context ctx, TEEC Session *sess, void *file name,
uint32 t file_size, uint32 t flags, uint32 t *obj, uint32 t storage<id);

BREINEE: BUE—XXH.
%

SRR

e TEEC Context ctx: NA imtTF TA migIE#IBHH— TEE context, FERFHFH=E
AFo

e TEEC Session *sess: NA im@lE— TA &E#EN—1 session Z13%,

e void *file name: SIEXHNEI|IEH,

e uint32 t file size: BIEXHFHIK/.

o uint32 tflags: FTFXHHNIR, —REBMF=/: TEE DATA FLAG ACCESS WRITE
| TEE_DATA_FLAG_ACCESS_READ | TEE_DATA_FLAG_ACCESS_META HfH%5I5¢
RIS XHME. R BIRAUR,

e uint32 t *obj: XHHARTTIEST, HMINGIEXMER, SWF obj HFFY@%Y#?EEW%, 23]
EIR BRI RIEER, <

e uint32 t storage id: BEEMHEM. BRING=HM:

1. TEE STORAGE PRIVATE
2. TEE STORAGE PRIVATE RE REE
3. TEE STORAGE PRIVATE REMB

AIEMMZ XA INEZMETE REE in/data/tee BR, &RE—MRTFMEE eMMC By RPMB
pa ) e

(2) FIFFXCH*

TEEC_Result OP-TEE_ fs open(TEEC_Context ctx, TEEC_Session *sess, void *file name, uint32_t
file size, uint32.t flags, uint32 t *obj, uint32 t storage id);

BRERINRE: FTHA—IXM, MRXHEREFE, REIHEIR.
SEOREA.

e TEEC Context ctx: NA imfTF TA migIE#EHKEI— TEE context, FERTHIEHE
AFo

e TEEC Session *sess: NA ixliE— TA ZEZEH—1 session £,

e void *file name: ITAXHNZRSIIET.

e uint32_t file size: I TFXMHRHEIK/.

o uint32 tflags: FTAXHHIMIE, —MEBMF=F: TEE DATA FLAG ACCESS WRITE
| TEE DATA FLAG ACCESS READ | TEE DATA FLAG ACCESS META HA 45553
NI HENE. 3. BEEAR.
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e uint32_t *obj: XHHARTTEH, MINFTARECIEXHN, SWF obj FIAXMGNX Gk
7, HEERSERFRIEER,
e uint32 t storage id: EEF#EREY. BIAB=M:

1. TEE STORAGE PRIVATE
2. TEE STORAGE PRIVATE RE REE
3. TEE STORAGE PRIVATE RPMB

(3) IRER

TEEC Result OP-TEE fs read(TEEC Context ctx, TEEC Session *sess, uint32 t obj, void *data,
uint32 t data size, uint32 t *count);

BRERINRE: REN— T XAHEEKES
SRR

e TEEC Context ctx: NA im#TF TA FigIE#EKE— TEE conteXI;, FTERTHBEHRE
AFo <

e TEEC Session *sess: NA im@lE— TA &E#ZHN—1\session %,

e uint32 t obj: XA,

e void *data: AZIRENAEIEN buffer ik,

e uint32 t data_size: RENXMAHIELKE

e uint32 t*count: FPRIEENMAHIKE.

(4) EXfF

TEEC Result OP-TEE fs write(TEEC Context ctx, TEEC Session *sess, uint32 t obj, void- *data,
uint32 t data,size);

o
BRERINEE: MXHFE NIEE KEKRE.
=

AR

e TEEC Context ctx: NA imt]F TA RigI2#)EL— TEE context, FBRFHIBFHE
Ao

e TEEC Session *sess: NA imliE— TA EZH— session £i91%,

e uint32 t obj: XA,

e void *data: B ANXHEIERN buffer ik,

e uint32 t data_size: EAXMHHIEKE.

(5) MIERSCHF
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[TEECfResult OP-TEE fs unlink(TEEC Session *sess, uint32 t obj); ]

BRERINRE: KEAIFHMIBR1F
SRR

e TEEC Session *sess: NA imlZE— TA HEZR— session £13%,
e uint32 t obj: AR,

6.2.3.3 Tina OP-TEE Secure Storage Demo

b7 Linux %89 demo 2%, JBEXHH demo.c, FIAFIFMK ss demo, FEAFEWT:

usage: ss demo [type] [options] [file name]
[typel: 'ree fs' or 'rpmb_fs'

[options]: ’
-C create a file named [file name] to secure storage \s'
-r read-a file named [file name] <from secure storage <
-w write a file named [file name] to secure storage ;;
content is 256 bytes random number )
-d delete a file named [file name] from secure storage

[file name]: file name

Ebal, HiB1T'ss demé ree fs -wa.file', RPENER 256 N FETHHEIE, R7EFEl Secure Stor-
age HfY 1.file X,

6.2.4 Tina OP-TEE Secure Storage 73

6.2.4.1 OP-TEE Secure Storage fit&
<§\/

(1) #JE Tina BXEEE

7£ Tina ﬂ(iﬁ—Fa 1T "make menuconfig", BRI TEMELH B

Tina Configuration

Global build settings --->
[*] OP-TEE Support
choose OP-TEE version (optee version x.x.0) --->
Security --->
OPTEE --->

-*- optee-os-dev-kit
-*- optee-client-x.x
<*> optee-secure-storage

(2) FERZEXEE
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7£ Tina 18T, 1T "make kernel menuconfig”, AR TEMBELEH B

Linux/arm 4.9.118 Kernel Configuration
Device Drivers «<-->
<*> Trusted Execution Environment support
TEE drivers --->
<*> OP-TEE

(3) RE dts

£ Tina F1ETF, HafRtina/lichee/linux-<kernel versions/arch/arm*/boot/dts/sunxi/{CHIP}.dtsi3 {5
FH firmware FTEEWTHREA:

optee {
compatible = "linaro,optee-tz";
method = "smc";
X
(4) HiR huk &5 €3
<

tF MR813/MR813B/R818/R818B/R528, &LEHHE—REshiNEshER CE F=4aIkEwl
Xt efuse A huk #H{ITHREMFHMAZE, WNR efuse FFE huk XiFH, FEEI Drag-
onSN %5 efuse Fpyhuk XiF; R efuse H&HE huk XA, optee FEETF chipid Ik
EH—1EH,

6.2.4.2 RiFLLZE(F

£ Tina FIET, ZIRE 3 FHARKELT2E M

-
6.2.5 OP-TEE Secure Storage {£H/H

root@tulip-mozart:/# tee-supplicant &
root@TinalLinux:/# ss _demo rpmb fs -c test.file
root@Tinalinux:/# ss demo rpmb fs -r test.file
---- Read file:test.file O Bytes data: ----

00 00 00 00 60 0O 00 00 6O 0O 00 0O 6O 00 00 00
00 00 00 00 00 0O 00 00 6O 0O 00 0O 6O 00 00 00
00 0O 00 00 0O GO 00 00 6O 0O 00 0O 6O 00 00 00
00 00 00 00 60 0O 0O 00 6O 0O 00 0O 6O 00 00 00
00 00 00 00 60 0O 0O 00 6O 0O 00 0O 6O 00 00 00
00 00 00 00 60 6O 0O 00 6O 00 00 00 6O 00 00 00
00 00 00 00 00 GO 00 00 00 00 00 00,00 00 00 00
00 00 0000 60 GO 00 00 6O 0O 00 QO 6O 00 00 00
00 00 00 00 0O GO 0O 00 6O 0O 00 00 6O 00 00 00
0000 00 00 60 6O 0O 00 6O 00 .00 00 6O 00 00 00
00 60 00 00 60 0O 0O 00 0O 00 00 0O 6O 00 00 00
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0000 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00

---- Read file:
root@TinalLinux:

00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 60 0O 0O 00 0O 00 00
00 00 0000 00 0O 0O 6O 0O 00 00
00 00 00 00 60 00 00 00 60 00 00
00 00 00 00 00 0O 0O 0O 00 00 00

test.file end! ----
/# ss _demo rpmb fs -w test.file

---- Write file:test.file with 256 Bytes data: ----

od
77
05
76
d9
8e
01
8e
6d
bd
e8
of
41
23
d4
99

0d
77
05
76
do9
8e
01
8e
6d
bd
e8
9f
41
23
d4
99

84
3b
88
27
0c
21
cd
ba
la
74
Oa
do
82
1c
20
dl

84
3b
88
27
0c
21
cd
ba
la
74
Oa
d9
82
1c
20
dl

14
9b
12
9d
ed
5e
fa
2¢C
bf
5b
90
10
69
ed
aa
ce

14
9b
12
9d
ed
5e
fa
2cC
bf
5b
90
10
69
ed
aa
ce

34
98
fa
cl
7b
14
c9
24
eb
od
b3
39
50
5c¢
b9
24

34
98
fa
cl
7b
14
c9
24
=9
od
b3
39
50
5c
b9
24

76
cb
22
84
c7
16
f9
cf
4b
98
of
b9
65
0b
23
0b

76
cb
22
84
c7
16
f9
cf
4b
98
of
b9
65
0b
23
0b

19
dd
3c
f4
2C
95
bl
a4
04
5f
el
6e
03
b9
b0
c2

/# ss_|

19
dd
3c
f4
2¢C
95
bl
a4
04
5f
el
6e
03
b9
b0
c2

a9
57
be
b7
b5
f8
c4
84
dl
de
la
ca
05
74
bc
bb

---- Write file:test.
root@Tinalinux:
---- Read file:

a9
57
be
b7
b5
f8
c4
84
dl
de
la
ca
05
74
bc
bb

c2
f4
3a
e4
7b
60
ea
do
66
12
35
18
83
96
e7
41

file end!

98
5f
b2
4a
fo
01
9b
79
26
de
9e
8b
44
b5
99
ad

76
d5
c4
6b
6a
54
21
00
bb
9d
cl
fb
e8
61
86
1b

86
b3
34
db
5¢
fb
e9
3f
ab
bl
64
ec
4a
df
71
c2

9
f6
61
1c
7e
ed
40
9e
af
da3
c6
48
89
81
ae
3d

2f
dl
8d
ec
25
25
89
75
a8
bc
[of}
4c
95
98
cf
6cC

c7 07
01 f4
ba 8b
51 f9
e7 83
75 60
6d dc
9f 1le
03 47
4f ca
ab fe
b7 f1
c8 8c
51 37
7d 64
79 97

29
5e
84
fl
9b
7f
18
f5
37
a9
03
b4
b4
da
72
cO

demo rpmb fs -r test.file
test.file 256 Bytes data: ----

c2
4
3a
e4
7b
60
ea
do
66
12
35
18

98
5f
b2
4a
fo
01
9b
79
26
de
9e
8b

83 44
96<BS
e7 99
41 a4

76
d5
c4
6b
6a
54
21
00
bb
9d
cl
fb
e8
61
86
1b

86
b3
34
db
5¢c
fb
e9
3f
ab
bl
64
ec
4a
df
71
c2

9
6
61
1c
7e
ed
40
9e
af
d3
c6
48
89
81
ae
3d

---- Read file:
root@TinalLinux:

test.file end!

2f
dl
8d
ec
25
25
89
75
a8
be
c4
4c
95
98
cf
6C

c7 07
01.f4
ba 8b
51' f9
e7 83
75 60
6d dc
9f le
03 47
4f ca
ab fe
b7 f1
c8 8¢
51 37
7d 64
79 97

29
5e
84
f1
9b
7f
18
5
37
a9
03
b4
b4
da
72
c0

/# ss_demo rpmb_fs -d test.file

Delete file:test.file !
root@Tinalinux:/# ss demo rpmb fs -r test.file
Failed to optee fs open: test.file, ret = Oxffffo0O8

6.3 dm-crypt Seucre Storage

AR A A B IgE#ITYIERE (WEZIR Flash) RREERER, ERAF K

#EMEE, Tina 5|\ dm-crypt #l#l, ¥WHAFRXERFENEIERENERF,
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‘ file system }—-{ /data ‘

bdi writeback
page cache

1

mapper device

Device @dm-{]
Mapper mapping table
dm-crypt

oEER

mmc device /dev/immcblkOp1

mmc card

o

H

i

6-9: dm-crypt 2244

dm-crypt 2 linux RZINZ API HEZ2Fi&&MET (device mapper) FRLAHNEEEZINER
AR, Device mapper FERZFIEN—MRIGERHDBEIMY, EHE=PEBEMTRES:
mapped device. BREIR. target device, Mapped device %—’PEE%%%, B] LUIRRRR
AZEIMRERIZIEISE, Tl RERIMET X R target device F2IrBRST, XE AR
FRATURE verity GEEMRE) , WAILRE crypt (11#) o

TERGIF, E/dev/mmcblkOpl #@id device mapper BET#f/dev/dm-0 i&%&, %¢/dev/dm-0
BTN RARNUEEE/dev/dm-0 £ E/data B R.

6.3.1 Tina dm-crypt

dm-crypt FRIINAEZES 7] 5 A N RE BRI INARZE ST, ElUER AW SOC BHRIEHINE
5|2 (CE Crypto Engine) 3£,

Hal Tina dm-crypt X EK. EHSMEEE package/security/dm-crypt/dm-
crypt.sh BIASESLI, ZHAZGANE RS E DXL extd,

(1 358
ZMER—1 demo, EFFAIKEBRETHL

6.3.1.1 dm-crypt ic&

£/ Tina dm-crypt BEE=/MNoR&EH:
(1) & Linux WiZ.

117 make kernel menuconfig, FEMW% dm-crypt #HXIHEELARINAEE API:
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Device Drivers --->
[*] Multiple devices driver support (RAID and LVM) --->
<*> Device mapper-support
<*>  Crypt target support
File systems --->
<*> The Extended 4 (ext4) filesystem
[*] Use ext4 for ext2 file systems
*- Cryptographic API --->
<*> XTS support
<*> SHA224 and SHA256 digest algorithm
<*> AES cipher algorithms
<*> User-space interface for hash algorithms
<*> User-space interface for symmetric key cipher algorithms

NRAEERRMINESIE, AR TNEE,

-*- Cryptographic API --->
[*] Hardware crypto devicesy” --->
<*>  Support for Allwinner Sunxi CryptoEngine

NRAEFEAT UBL, Bl Linux AZHPRHRT UBIMBXIED, EFEABUNTEE,

Device Drivers ---> S
<*> Memory Technology Device (MTD) support ---> 4
<*>  Caching block device access to MTD devices
*- Enable UBI - Unsorted block images --->
<*>  MTD devices emulation driver (gluebi)

(2) B2E rootfso

17 make menuconfig, FEH1 Bk,

Tina Configuration
Security| --->
Device Mapper --->
<*> dm-crypt

o
(3) BENXX, ME—THREMEZNDX,

fBEX sys_partition*.fex X, #iE secret X, ARIIEHITNE, HK size AILLEE Xo

[partition]
name = secret
size = 40960
user_ type = 0x8000

6.3.1.2 dm-crypt £

AR EREZRE, rootfs R B EEXTANMA, HEF dm-crypt.sh A EB) crypt-
setup 5 openssl X TEARHNITERGS. B FTH. HEH dm-crypt 7 XFRE, HERR
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BRA0T (HEIINZEEN aes-xts-plain64) :

dm-crypt.sh - this script helps you to use the secret partition.
Usage: /usr/bin/dm-crypt.sh <op flag> <type> <keyfile>

<op flag>:
'c' - create & format secret partition;
'm' - mount secret partition;
'u' - unmount secret partition and close mapper device

<type>: Device type, can be 'plain' or 'luks'.
<keyfile>: Key, can be 'keyfile' or 'pass' or 'optee-pass'

cryptsetup X#%EH keyfile. pass & optee-pass.

o keyfile, XAILUREMNXH, BENEAEGEHFRIPHBNEUENXH (EEEHE LA
XHRFEKREIFRIMELRE)

e pass, WEXTHEFohiEAN keyo

e optee-pass, IIEXTFTXIAA getdmkey na FZFFM optee FIRER— 256bit B9 key, It
A RTE T —/ AR,

</>

cryptsetup EZ#HFLZRMNZIRERR, 40 luks, plain, loopaes &, Sl dm-crypt.sh #§

luks 5 plain &z,

(1) =1k dm-crypt 2X

P ITdm-crypt.sh o/ luks pass, BIEHIEIL dm-crypt 72X,

root@TinalLinux:/# dm-crypt.sh c luks pass
Enter passphrase:
Enter same passphrase again:

Creating Filesystems...

mke2fs 1.42.12 (29-Aug-2014)

(2) ##H dm-crypt X

yl??dm-crypt.sh m luks passo

root@TinalLinux:/# dm-crypt.sh m luks pass

Enter passphrase:

Enter same passphrase again:

[ 412.744846] EXT4-fs (dm-0): mounted filesystem with ordered data mode. Opts: (null)
mount /dev/mapper/secret to /mnt/secret

EE secret PXEBEHMY, BEALLURE,
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root@Tinalinux:/# mount | grep secret

/dev/mapper/secret on /mnt/secret type ext4 (rw,relatime,data=ordered)
root@TinaLinux:/# ls /mnt/secret/

lost+found

6.3.1.3 dm-crypt key

dm-crypt B9 key AJLARRWMIERX, —F 2 passphrase, RAKER 512B; F—#2 key-
file, XHHZRAKERZ 8192KB,

R key 9L 2%, Tina EXIFM optee os FFREVET dm-crypt B9 key, i% key EEN
FIRRE keybox 1, AR EIFSE AN 6.1 /) TXTF keybox HIiHEE, XBEEEFE
MNE, BFENIDEdn crypt_key, key KE N 256bit,

Linux Im ¥ MBI B2 & getdmkey na, JE#3{iF tina/package/security/optee-
getdmkey/BR T, BERFERFEEEE 5 EXTF TA/CA FEIFRAIRAA,

¥
K

)
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SELinux (Security-Enhanced Linux) @(EER%Z2£F (NSA) xt&@#lipniEs (MAC,
Mandatory Access Control) BISEI,

SR EIA T E AN F Linux £ EF15R#EH (DAC,Discretionary Access Control) —
Fhif iRl ANl

DAC ZHINEARZAF, ERANRREELEZNBRAFS#HIE, #HIZEBMYERF LR
fll. AFEFERETREN, —BRANER, WAREEEZARERS LHIFIENR,

MAC HFErERIA IR PRZEIAIEHI R RE XN, AP T BHKREIRE., SELinux &
IIBRIEN (principle of least privilege) AEM, 1EHRIEZIMYIFRIEE TN,

o

S

)

7.1 B

7.1.1 E{& Subject

A eFRTiHE,

7.1.2°%1K Object

WERIFRN RS R R g&){%ﬁdﬁh BR. HEREFE EEF. mH. ®KEF

7.1.3 2 LFX Secure Context
SELinux A5 B ERIFEHFMEL ETX, WIFAREFE, Biirs, €2 L TXHHEKRE

— A7, 8% User: Role: Type: MLS/MCS, S8 MNFE&EA LIANRRESDES], He
REEME Type, AZ# Policy #2453 Type F&IEM,

HIER S FTFXMRICRTE task struct A, BEEARL FTICREEXHHT EBREM (xattr) o

7.1.4°%K8& Policy

ZeRBEEARIKES KSR ERHRIEHFIFI,
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F&IFEZARE, SELinux RIRIEL2RERABTILINEE BT

WNERERIES): allow init sshd exec t:file {open read execute}; R init KB AYF (KRS
sshd exec t EEHEARIT file BY open/read/execute EE,

REEERARBIESHREN. ATILRIBESTEER, EEARXNARSIARRKIRES HIEN
THEI, BT selinuxfs O, & THFIXHTRTAIERERIAEI Security Server #,

7.1.5 SELinux BE{TIRD

SELinux #£8=#iz17iEx .

e enforcing, FIAE, FTrEHEIZIEEREIEHYIHE,
e permissive, FRnAEHIZIE, FEREBSER—FELIFHNEE,
e disable, £/ SELinux,

7.2 LSM #EZE ’

LSM (Linux Security Module) @HZAZIFFAEREINHIRLIFTIZ TR —NMBE B RIE
HIHEZR, BHal LSM IEZR FifnbREREIREHE SELinux. SAMCK. tomoyo. yama. appar-
mor,

user space » kegnelspace
——————————————————————————————————
SELinux.checks
N @vtfcy decision
policy A
i i
management security blnlﬂry i
e — of policy | i
tool server o

subject wanls o w@ﬁém

dnd

I
|
|
A 5
|
|
|

subject joccess
i : K allow/deny
i ' ask for access :
i | mccess DAC ' jalowruley | | @ccess
i e
permission denied € P o :
i
ac
permitted
cess object
ave: dened < daniat manager
A
object siress
parmitted

__________________________________

7-1: SELinux /RAFEHRIE

SELinux BRFERZWN EEFfT. RREETAERBREXGHNTIARZPE Security server
i, YEEIFRIZERE, BHHEHIT DAC &N, BEEEHIT MAC &30,
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£ Security server SEAEIEZEE —1EF AVC (Access Vector Cache) , BRIES
MREE, FELHIFRFEFIERN, AZFNREEEREELEEE AVC, IR AVC HEE
FREARER, REEZEFELRITHRITIIES, MR AVC HE&EERE, TERSBTREPE
HEN, FEANHPITRITHIELRVRE, RERRMEREEFET AVC F,

SELinux RYSREEZ R IFRES, EREFIRBENXRIREEHRLERN,

7.3 Tina SELinux &

Linux F&AREF#ME ST SELinux B9, Tina EFEZ2&EM T SELinux #HXFE. J@XTA.
SE R LR INEFA N,

e [%E: libsepol. libselinux. libaudit. libcap-ng. libsemanage &

« JHIX TR policycoreutils. checkpolicy. audit. selinux-python &,

o BEKBE: refpolicy 5 sepolicy, o4

« SBENIEL busybox 5 procd # init MREHFTEIME SRS LT 0IE,
<)

A BE

EieERE—1IEMN A tina RHEH M selinux policy, REHEMNEA refpolicy
sepolicy (BEF android) , AFREEIRIEERERARSIEHEE,

7.3.1 menuconfig =

N Tina {REZ, H1T make menuconfig #ANEEFHRHE, AEWNTEE (UL refpolicy A
B, &AERE) o

Tina Configuration S
Global build settings --->
[*] NSA SELinux Support
choose the SELinux Policy (the reference policy) --->
[*] Compile the kernel with device tmpfs enabled
[*] Automatically mount devtmpfs after root filesystem is mounted

Base system --->
<*> busybox --->
[*] Customize busybox options
Busybox Settings --->
[*] Support NSA Security Enhanced Linux
What kind of applet links to install (as script wrappers) --->
/bin/sh applet link (as script wrapper) --->
Security --->
SELINUX --->

<*> refpolicy

A RIBFREMANEXE IR TR, 9 checkpolicy. policycoreutils %,
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7.3.2 kernel menuconfig it &

<2 1THh#EN Tina B, $1T make kernel menuconfig #HNEEEHRE, FHiEMTE
B,

Linux Kernel Configuration

General setup --->
[*] Auditing support
File systems --->

<*> The Extended 4 (ext4) filesystem
[*] Ext4 extended attributes
[*] Ext4 Security Labels
[*] Miscellaneous filesystems --->
<*>  SquashFS 4.0 - Squashed file system support
[*] Squashfs XATTR support
Security options --->
[*] Enable different security models
[*] Socket and Networking Security Hooks
[*] NSA SELinux Support
[*] NSA SELinux boot parameter

(1) NSA SELinux boot parameter default value (NEW) G
[*¥] NSA SELinux runtime disable <
[*] NSA-SELinux Development Support ;;
[*] NSA SELinux AVC Statistics )
(1) NSA SELinux checkregprot default value

Default security module (SELinux) --->

AR, TERZRAERIGEEANMES, » LERFIZET extd/squashfs XHRFHEE, JNRA
IHESHNHRS, BT AN GRS xattr B2,

XF Linux-5.4/fRA<A+1%, Selinux EEEXRFEEFIZW TEE, 7£ “Ordered list of enabled
LSMs” iEIHIIAXEE selinuxe.

Linux Kernel Configuration
Security options --->
First legacy ‘major LSM! to besinitialized (SELinux)~ --->
(selinux, lockdown, yama,loadpin,safesetid,integrity) Ordered list of enabled LSMs
S

7.3.3 SELinux #J%1

RSB THEY, 1F init #EE, SMERBXH. XGELTXIRSESD, FERNBREMEHREEXH
e RZEN T2 E T, BENGIREREERBEEGEHITER, S50 Tina BaifEHEX
log yD—FFﬁ'/_\o

.734518] device chose finished 122!

.124774] SELinux: 32768 avtab hash slots, 117923 rules.
.199800] SELinux: 32768 avtab hash slots, 117923 rules.
.234633] SELinux: 6 users, 176 roles, 4773 types, 317 ‘bools
»241333] SELinux: 129 classes, 117923 rules

.262431] SELinux: Completing initialization.

.267662] SELinux: Setting up existing superblocks.

—_ —,— ——_,—., .
[, B0, S @, R G, B O, BN 6, Ry US)
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[ 5.330382] audit: type=1403 audit(5.280:3): policy loaded auid=4294967295 ses

=4294967295
SELinux policy load success!
set init context success!

/etc/selinux/targeted/contexts/files/file_contexts load success!

Bhfa, AT sestatus BE HHT selinux K&,

root@TinalLinux:/# sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: enforcing
Mode from config file: enforcing
Policy MLS status: disabled
Policy deny unknown status: denied
Memory;protection checking: requested (insecure)
Max kernel policy version: 30
EEXHE2ETX,
-
root@TinalLinux:/# 1ls -Z |
system u:object ‘r:bin t bin )
system u:object r:device t dev
system u:object r:etc t etc
system u:object r:lib t lib
system u:object r:mnt t mnt
system u:object r:unlabeled t overlay
system u:object r:proc t progc
system_u:object r:default_t rdinit
system u:object/r:root t rom
root:object r:user home dir t root
system u:object r:bin t sbin
system u:ebject r:sysfs t Sys
system u*object r:tmpfs t tmp
system’u:object r:usr t usr
system u:object r:default t var
system u:object r:default ¢ www

<§\/
BEEHERE LT

root@TinalLinux:/# ps -Z
PID CONTEXT

1568 system u:system r:init t

1537 system u:system r:kernel t
1549 system u:system r:initrc t

1618 system u:system r:sysadm t

STAT COMMAND

SW  [RTWHALXT]

S /sbin/swupdate-progress -w

S< {ntpd} /bin/busybox /usr/sbin/ntpd
R {ps} /bin/busybox /bin/ps -Z

7.4 FRFA.

SELinux RYERERZRIFRER, EREPEKEEXNRERRHAELDN, AU F—THIER, &

IR XS R A SRR
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AT LA Tina E sepolicy-demo ZEERAERM, 2565135 BAANEIHFTIE SRES SR LI TR ERY5RHI7 B)1E
o

7.4.1 FR&IFEEBINR
ER: [RHIHIZ fork test REE fork F#iZ,
7.4.1.1 fork_test jR{XE3

E—ME2EES fork WIZFE, ®8 A fork test.c, HIFTMG, EM fork test B Z#HHIX
%, FHAE/usr/bin/ T,

#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>

int main() Q4
{ |
)
pid t pid = fork();

if(pid < 0)
printf("fork error\n");
else if(pid == 0)
printf("this is child\n");
else
printf("this is parent, pid = %d\n", pid);

return 0;

7.4.1.2 FRINGEER
-

B, EXEZXHNRE2ETX, £ tina/package/security/sepolicy-demo/src/file contexts
XAPFIE W TIT, #&AB/usr/bin/fork test &£ L TFXE u:object r:fork test exec:sO

(/usr/bin/fork test u:object r:fork test exec:s@® )

HR, EXZHENRZ S FTX, UNZHIZHRIZRNNPR. #iE tina/package/security/sepolicy-

demo/src/fork test.te X, ERABMT:

type fork test, domain;
type fork test exec, exec type, file type;
# permissive fork test;

init-daemon domain(fork test)
domain auto trans(shell, fork test exec,fork test)
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allow fork test serial device:chr file rw file perms;
allow fork test shell:fd use;

neverallow fork test self:process fork;

o F—M), EX— fork test BYEE, HEMEE domain, Sepolicy F domain RHIZRE
M,

o BT4], EX— fork test exec R, HEMER exec type # file type. FRIAIZER
BE— e HITHRE, XNEB—IXHEE, BEEENFLETUXNEEE THAHTTH —L
i,

o F=H), "#permissive fork test, BIEHAY # KRNI, WRAFRE, KR fork test EHITHY
BHE, IREEEXONRBEELERTT, BNSITH—RBRER, XEFAXMEBERL,
RARE—FERNEZEFRFTELINR, BEEREZTGL, FAFEMR permissive,
BNFLEEAR & EIS RIEHIER T -

o %M1, init daemon_domain(fork test), X2E#Y init daemon _domain B—1%, %A
HEXMITF te_ macros XEH, XAEEMKRARIF init %ﬁgE’\Jiﬁi#tﬁ/@rk_test_exec ES
ﬁEE’\]Yﬁ:, %ﬁi&*iE,‘J?éJZ—FYIEE forkitesto ><’

)

e %57 H), domain auto trans(shell,fork test exec,forkgstest), =~ shell KA FFHIZH
17 fork test exec XEBIWIN M, WHFHIENLTE L TXEMEBNE fork test, F: WMRARHIT
®E, RAMERT, FHEENZE L TXHARHENRE FT

e %754, allow fork test serial devicé:chr file rw file perms; 71F fork test ZEHIAY#H
12X serial device MIEAi#TT chr file Baw &1, ENREFFREITED, FRUUFEERINXTSH
AIgERIRERR,

e 55t4), allow fork test shell:fd use; fd, XHHERTF, RTHHFHIZNITT/E, domain X
TR fd B9 PR,

e 5%5)\/A], neverallow fork test self:process fork; @A iF fork test X¥H 2 #1T process
B fork #21E,

<>\/
WMETREZE, HiF, BRIE—THR. N TEFFTR, REATE domain.te XHH5F domain

3tH S process By fork ##F, BE7E fork test.te XA, FAUBEHR, HEXEHN do-
main J&ZX fork test.

-=- a/security/sepolicy-demo/src/domain.te
+++ b/security/sepolicy-demo/src/domain.te

allow domain tmpfs:dir r_dir_perms;
allow domain self:capability sys_nice;

# Intra-domain accesses.

fork
sigchld
sigkill

7:2: BIERE AR fork R
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7.4.1.3 ik

W FEFFR, /usr/bin/fork test 5/usr/bin/fork test bak ARTEL—#, T2 L TXEE

=]
Fto

7-3: selinux-fork iz log

fork test HITEIIRTERIR, HIREEPH scontext RREMM LT, tcontext RINFIRAY
ZE2 X, tclass RIRIERRE, fork RimEMEIZLE, permissiveg@ R/~ ERBVIRIER
WA, (WR fork test.te FEET permissive fork test; PAXEMAHIMETIER, 8
& permissive=1, {RAIF fork) o

fork test bak X HIREZE system file, shell HATIZXHEE, FHIHENZL L TXHME
shell, shell ATLAXT BE#1T fork 1&1E, FRLAAITRLI.

7.4.2 BREIZ{RBYI7IRIAIR

&R PREIRBERE#IE sunxi info 7 EifiR)/dev/sunxi soc info.

7.4.2.1 sunxi_inforiFf{Xt

#include<stdio.h>
#include<sys/types.h>
#include<sys/stat.h>
#include<fcntl. h>

#define CHECK_SOC_SECURE_ATTR 0x00
#define CHECK_SOC_VERSION 0x01
#define CHECK SOC_BONDING 0x03

int main(void)

{
int fd = 0;
intoemd;
int arg = 0;
char Buf[4096];
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fd = open("/dev/sunxi soc .info",0 RDWR);
if(fd < 0)
{

printf("Open Dev Mem Erro\n");
return -1;

cmd = CHECK _SOC_SECURE_ATTR;

if(ioctl(fd,cmd,&arg) < 0)

{
printf("call cmd CHECK SOC SECURE ATTR fail\n");
return -1;

}
printf("CHECK SOC_SECURE_ATTR get data is Ox%x\n\n",arg);

cmd = CHECK SOC_VERSION;
if(ioctl(fd,cmd,&arg) < 0)

{
printf("call cmd CHECK SOC VERSION fail\n");
return -1;
}
printf("CHECK SOC VERSION get data is 0x%x\n\n',arg); &
o
cmd = CHECK SOC BONDING; N
if(ioctl(fd,cmd,&Buf) < 0) ")
{
printf("call cmd CHECK SOC BONDING fail\n");
return -1;
}

printf("CHECK_SOC BONDING<get data is %s\n\n",Buf);

close(fd);
return 0;

7.4.2.2 RINSEER
<§\/
7f tina/package/security/sepolicy-demo/src/file contexts {4 Hrig 0T iK1T:

/usr/bin/sunxi_info u:object r:sunxi info exec:s0@
/dev/sunxi_soc_info u:object r:sunxi _info device:s0

7f tina/package/security/sepolicy-demo/src/device.te X0 FT:

(type sunxi_info device, dev_ type; )

#i% tina/package/security/sepolicy-demo/src/sunxi _info.te X, REWTF:

type sunxi_info, domain;
type-sunxi_info exec, exec type, “file type;

init daemon domain(sunxi_ info)
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domain auto trans(shell,sunxi . info exec,sunxi info)

allow sunxi_info { serial-device sunxi_info_device }:ichr file rw_file perms;
allow sunxi_info shell:fd use;

7.4.2.3 iz

74 selinux-file iz log

MR R, /usr/bin/sunxi info 5/usr/bin/sunxi info bak XERAE—#, ®E L TXAE,
2% /usr/bin/sunxi_info ZBEIEMIAIT. /usr/bin/sunxi_info _bak HITHIEHE, 3R shell X4
sunxi_info device 1%#&&HA chr file Y read 5 write 1R,

RE—FKIEL "Is /dev/sunxi_soc_info"HAITHRM, &R shell ¥ sunxi info device &&&EE
chr file Y getattr IR GREVEIEMNIR) -

<>\/
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MENLZ2RANAES, FE—BEITAXRESTANEAIE,

8.1 RSA ZfANERTA

Bal, BAFNERANLERTIER openssl, AIUERMEBKERNZAN,

Tina FFA&F & scripts TR T —MNERZHAN A createkeys, ZiI4<IAA dragonsec-
boot TR, f##f dragon toc*.cfg ¥ [key rsa] ¥, HETFEINEERNNEFHIEH
xdo </>

X7F dm-verity FRTEEH keys EH tina/scripts/dm-verity-key.sh T

8.2 R2BEHMAERE

?%@14:??@,5?%%#[% rsion_base.kafq:;;%/'—fo
£ efuse F=A—RXiE A RKIEREHF R

HiREBTHH, &% efuse FICRAVIRASEEHHEIRAES LR, MREGFEIMRAELZIE, T
TREMLEEE); WMREHPRMRALIRS, BEHRRETS N efuse, HEEEE); WNRMRAE

@, E¥E. BRI ELE,
o

8.3 FIEHEIA

Tina FAFAHTIREEHIFHE TR dragonsecboot, TR ELEHITEIEFEITHEXMFEIEX
£ (sboot. uboot. kernel &) #H{TER, HEMIEBUREXES, UEFHEIXXLEH G
XHFHITIRE, WIESTEEM,

8.4 J key TH

1% key TEAFI rotpk.bin FEEI& &M efuse 1, efuse {iIF IC REB, BT efuse FARRA
—BENBEARAEN, FAUMIBRLRIETRIEB AT hash WREM,
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AIAME key TEEE DragonKey 8% DragonSN, TEMERIRBATITASH,

8.5 Xl jtag

¥ sys_config.fex # jtag para T5 T8 jtag enable IRE X 0 BInI % jtag AIXINEE,

8.6 ZiHUtEA

8.6.1 ElIfFEREH

A ReEHZRTAA

IhgE RSA2048 #EFA$A, Xt sboot. monitor. scp. optee. uboot. boot.
rootfs FHNXHITER >§/>

SDK &2  tina/out/${BOARD}/keys/*.pen5tina/out/${BOARD}/keys/*.bins" F&RFF rotpk.bin

REMNE RELFRRE

RERX FAEE

RE =

=R ZEEMHEZ A

IhgE RSA2048 ZEIN$H, I shoot. monitor. scp. optee. uboot. boot.
rootfs FHXHITIE

SDK &8  fiiF tina/out/${BOARD}/image/toc0 A Kz tina/out/${BOARD}/image/tocl B FAYIEHH

&&ME  flash. E TOCO. TOC1. boot. rootfs HH X

RERFN HEH—RRS

== S

8.6.2 efuse F234A

#$A rotpk

IhgE TRRFEANHEN sha256 B, BFLEBHNPRIEPHIKRE, KE 256bit,
SDK &2  tina/out/${BOARD}/keys/rotpk.bin

REMUE. IC # efuse FHY rotpk X3

®E5R/%, DragonSN &, £& 3.4 /\%

RE S

WRINFE © HRB2ERZRNERAR. RE—IMF 61



@LWIMIER /

MHEER: WE

1A ssk

IhgE IR Z 3, AT DragonSN %5 keybox FX#FEREHNARHITINEG, A
F TA 10

SDK %% SDK #i&%8

BREME  IC & efuse Y ssk Xig

®EH™  DragonSN

RE =

%A huk

Ihge ¥R EH. AT rotpk na 5 keybox FXFHREMRNAHITINE, AT
OPTEE Secure Storage S##E#HTINZR,

SDK #%% SDK #i&%8

K’EME  IC A efuse HAY huk XiF

RE A ¥+ MR813/MR813B/R818/R818B/R528, EE%IEH#%—;T\EEHNEE)J@%
CE 4R EHTTHRE, Hith/522®1E DragonSN i’%f‘ﬁ'&@\ |

(% = ¥

8.6.3 dm-verity Z%H

=R dm-verity FA%H

Ihee RSA2048 K8FAH. BT3¢ rootfs B hash table #{T&EH

SDK ﬁ§%§. ﬁI;Ftina/out/${BOARD}/verity/keys/dm-verity-pri.pem5§tina/package/security/dm-
verity/files/dm-verity-pri /pem

RENE RELFRE

HEBHR TS

R 2 &7

=4 dm-verity A%

Ihee RSA2048 £ 1N$H, AT initramfs BaIIZAFST rootfs B hash table i#
TRE

SDK #8%% filFtina/out/${BOARD}/verity/keys/dm-verity-pub.pems
tina/package/security/dm-verity/files/dm-verity-pub.pemﬁl
Zktina/out/${BOARD}/compileidir/target/rootfsiramfs/verityikey

%&ME  flash £ boot 7 XHH initramfs XHRLZH

REAR  HEEH boot PEX—EKE

RE =
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8.6.4 TA Z2&EH

#1H TA E&TAA

Ihie RSA2048 £&FhtH, AT TA #1TEL, 2AEERHAZTZHIRN TA 1=
517

SDK 818 filFtina/package/security/optee-os-dev-kit/dev kit/arm-plat-{CHIP}/export-ta arm32
/keys/defaultita.pem£§tina/out/{BOARD}/stagingidir/target/usr/devikit/arm—plat—{
CHIP}/export-ta arm32/keys/default ta.pem

KRENE ’ELFRFREF

REAR KRB

RE =

=5 TA EE A

IhkE RSA2048 %£B A5, AF OPTEE % TA #75%%, BWEAKH TA BRRIE
7. £

SDK &8  tina/device/config/chips/${CHIP}/bin/optee ${IC}.bin&Jtinafout/${BOARD}/ image/
optee. fex _HBINXHFFEE TAZTE A
1A

®&HMUE  flash £ TOC1 2 XHH opteeld

RER  EEM TOC1 —iEExkE

RE ES

8.6.5 TA INZ%4A

48 TA MEBE

Thie WREH, AFX TA #1TME. BAFRAILZ ssk siH rotpk IKEME. K
FE 128bit,

SDK ng:lz: tina/package/security/optee-os-dev-kit/dev_kit/arm-plat-{CHIP}/export-ta arm32/
keys/taiaesikey.bin'—ﬁtina/out/{BOARD}/stagingidir/target/usr/devikit/arm-plat-{
CHIP}/export-ta arm32/keys/ta aes key.bin

R&EMIE  IC H efuse HRY ssk 5 rotpk Xig

%57  DragonSN

RE =

8.6.6°dm-crypt Z4H
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1A dm-crypt Z$A

Ihee SR, FFX dm-crypt 9 EXXERFAIHIEHITINE, dm-crypt.sh s
AIfE A =MIEEM key: keyfilev pass 5 optee-pass, HEINfER
optee-passo

SDK #&f2 SDK Hi&HZZEH

KBEME  XTF keyfile K8, (UFIRXHERSi/encrypt-key-file, ItXHLEIMNE, FH
BNEERIN passphrase #H1THEE, keyfile &K 8192kiB; XJF pass &,
TMR1E, {ERABYSEAYN passphrase, passphrase & AKE 512B; F
optee-pass &, 1R7F7E flash A keybox 1, KE 256bit,

EEAR T keyfile 2, #1T dm-crypt.sh B, BRIBEXEGRFEREF; T pass
KB, FFEEKRE; ITF optee-pass KA, 1&E DragonSN  keybox na
HITIRE,

=R= =

8.6.7 rpmb %A 9
A
N

#$A rpmb %%

IhgE IFRZEH. FFIHIERPMB BY & 15ikIE. KE 256bit,

SDK &1 SDK Hi&H %%

KEME  RIEFE flash £ keybox 1, FERZFTE eMMC ARy OTP XigiH,

®EA @M DragonSN 3¢ keybox na #17/5%5.,

RE =
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9.1 TrustZone

[1] PRD29-GENC-009492C trustzone security whitepaper.pdf

9.2 GlobalPlatform

[1] GPD TEE SystemArch v1.1.pdf
[2] GPD TEE Client API v1.0 EP v1.0.pdf >
[3] GPD TEE Internal Core API Specification v1.lspdf

[4] GPD TEE TA DebugSpec v1.0.pdf

9.3 OP-TEE

[1] https://www.op-tee.org/documentation/optee os/documentation/secure storage.md

9.4 Dm-verity

[1] https://source.android.com/security/verifiedboot/?hl=zh-cn

[2] Documentation/device-mapper/verity.txt

9.5 SELinux

[1] https://github.com/SELinuxProject/selinux
[2] https://github.com/TresysTechnology/refpolicy/wiki

[3] https://source.android.com/security/selinux
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E1EINERR
WRAXFAE © 2022 HkiBEERHRRNBRATE RE—TIF,

AN RRNBERERUERIP, HEENBEKELTRERGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWIWER LLWINER'
C @*m@gib\ *‘I’ *i C (* 2275

é)ﬂhﬁﬁéuﬂ&kﬁﬁm BT B S T, EANMERNT S PN E TR
1%, FEREW, MRSEW, WAEEERE ARG,
SR SER &

§/>
EHZN= R REVFENSESHELENERNERAD (125) ZAEBENELS
FMERMLER, AXRDHARNDS MR R, RS RN AT 7 R TR R e E
Ko ERAIEIAEIE SRS RMAREIRE, HIK RSB GER R R, E8ETRIBEM
FUGATH (REERRFIREBR, BaER) ERNTEE, 23RS,

¢2%¢ﬁﬁ%ﬁ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁm$2%ﬁk$ﬁ%(@EﬁTm$ﬁﬁm\ﬁﬁm FEREIHIR) BRERIEF=ZHFNAE
, @EHAAT. AEPHFRERFRR. 58 MEBINHF AR EARREERERIES &S,

AR UBRRE R RE A th 75 TR T 2 EERET AR N BRI R ER™ mAY
HiEd, AIRERERTE ZHIINFFFL BEBTRASZANFANRBEXNIFA TR
E@Tﬁﬁiﬁﬁﬁ%?ﬁﬂ%_EﬁTMﬁT%imﬁ(%ﬂﬁ)o%UTﬁﬁﬁﬁ%m%E
FHYFRRA ML, T ERRBE NS
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