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XIAER . WE

RIS TTTEE .o e i
Bl R oot i
BB T Bl R e vi
BRI E TR eSS vii
L B ER coevveeeeseeeeese ettt s et e e R R R RS s eSS AR R AR s et 1
1oL STBBITT oottt 1
1.2 BBRIERE e 1
1.3 JE ATl oMo b e 1
L STREZYTE ..ottt 1
L1 ATEETRBE oo f oo s e e SO ... 1
P 2 I A S Y " G\ A\ 2
21 BB an . JdP. y SO 2
2.2 FIABHTFME oo ettt et s gl 2
2.3 SUHFMLE oo et ssis st snaas stk et ees et 2

3 RZFAIEBE oo st she s hets ks fnme s 3
3.1 BZFEIIR oo ket eeR ARt 3

302 B B T BH o ittt 3

3.3 ABTUIRB . o it byttt 3
38 B T isa i et et et 4
3.2.1 L) == al e AT OO OO OO T O T oo OO PO T O PO TN O T O TR UOTR s SOOI 4
3.4.1.1 N0t (BLEABIRFDIBTL) oo 4
3.4.1.2 deinit (BLE BRIRZAIATE) oot 4
3.8.2 JREEEIRETD oo 5
3.42.1name (BIR/BER BLEIRFTBFR) oo 5

3.4.2.2 id-create (BIFE BLE HIIE) oo 5

3.4.2.3 id-reset (BEE BLE HIIE) .oooooiooie st 5

3.4.2.4 id-delete (FHIBR BLE HEIE) ..ooooooiiei s 6

3.4.2.5id-show (7R BLE HIEIEE) oo 6

3.4.2.6 id-select <id> (ZEFEBLE HIHE) oo 0 s 6

3.8.3 FAFHEID e s 7
3.4.3.15CaN (BLEFTHE) oottt e 7
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B8 T BB oot e e e 7
3.4.4.1 AAVErtiSe  (BLE T H) oo e e 7
3.4.4.2 directed-adv (BLE JETEIT ) ..ot b 8

34,5 B R TR AT D ettt 9
3.4.5.1coNNECt (BLE ZEFE) .ooooioeoceeceeeeeeeeeee e 9
3.4.5.2 auto-conn (BLE EIBHIERE) ..ovoovveeieceeeee s 9
3.4.5.3 disconnect (BLE BIFFIERE) ..oovoovcicieciecee s 10
3.4.5.4 select GEIRBRIATEIZHERR) oo 10
3.4.5.5info (BIRIEIEHERRIS ) oo 11
3.4.5.6 conn-update (EIETEBR S R IEHT) oo e e 11
3.4.5.7 data-len-update (BB EE E EHT) oot et 11
3.4.5.8 phy-update (PHY BEEEHT) oot » N P N 12
3.4.5.9 channel-map (BHTBKITISIERR) ool g .9 . 12

3.4.6 HCI B i @\Q/ ........................................... 12
3.4.6.1 hci-cmd (ZHZE HCI SR JRIE) covviore o eessensssssssnssthe e iatha oo 12

3.4.7 TERTATETD oo foeneisssasssnss o faeisasath  heesssatsses e 13
3.4.7.100b (FRE QOB fEE) toithboreebneeerreorstlissmnesio oo 13
3.4.7.2 clear GBBRIE BB IT B ) o oot 13
3.4.7.3 security (REZEFRFFRTIEITECITEBIE) oo 13
3.4.7.4 borldable \GEEHBTETEAE) ..oovoeveeeceeceeeeee e 14
3.4.7.500nds (FREX BLE ZBTETEEE) ovooveoeeeeeeeeeeecee oo 14
314.7.6 connections (BT Bl BT HE ) cvooi i e 15
3.4.7.7 auth (BLE BRIFHBTETTUETEE) oot e 15
3.4.7.8 auth-cancel (BUBIETE#ITAY BLE FERIHBTEITRAZ) oovvooeeittiecececcecececenans 15
3.4.7.9 auth-passkey (IR BEETIT PASSKEY) wrurvriviveeeeeieeeeeeee e 16
3.4.7.10 auth-passkey-confirm (EZ3T passkey FHTIA) ..o 16
3.4.7.11 auth-pairing-confirm (FEEXFHIA) oooveeeeeeeeeeeeeeeeeeee e 16
3.4.7.12 auth-oob-tk (& 00B 5 TL TAIMGETZRER) oo 16
3.4.7.13 oob-remote (B OO0B BEN) ..o 17
3.4.7.14 oob-clear GBBR OOB BEL) oo 17
3.4.7.15 fixed-passkey (TBEEZSH PASSKEY) .vveeoeeeeee et Gt 17
3.4.7.16 wi-add GRIIIBEEIEIRER) oo e e 18
3.4.7.17 wl-rem (MEBEIEBRIZTE) oo oo 18
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3.4.7.18 Wi-clear (BZSEARER) oottt 19
3.4.7.19 wl-connect (BEIEIEE BEBUIRER) (oot 19

348 GATT BESY cooiieieeteeseste sttt fe bbbttt e Sh e es ettt 19
3.4.8.1discover (BIRZZ) oottt 19
3.4.8.2 discover-characteristic (ZETHFIE) oo 20
3.4.8.3 discover-descriptor (BEIHEIRRT) ceovoveveeeeeceeeeeeeeeee et 20
3.4.8.4 discover-include (BB EBIRZD) oo 20
3.4.8.5 discover-primary (TIEEARZZE) oot 21
3.4.8.6 discover-secondary (EIEIREEARSZ) .ooooeoooieeeeeeeeeeeeeeeeeeee et 21
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3.4.8.9read (EEUSFE handle STRZBIBMEME) i, Q\) ............................. 22
3.4.8.10 read-utid GEEUHITE UUID BUBIEME) oo 2
3.4.811 read-multiple (GBS handle BB IEE) .l > . 2
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1.1 NXHEEN

ZASCHTTER T XR806 SDK BY BLE an <L BIFRAMEARA, AFEBIF A fEA BLE ap<RiE _LF BLE IIRE
Ko

1.2 BiriEE

XR806 BLE THEEMIH. FF&RHEXA R,

1.3 EEE
X #4iEFF XR806 SDK, 243 XR806 F 5!t A = o
1.4 XHEAE

1.4.1 ftR&IHEA

AX SR AETEE BT S R ERBEIRERNIZSAEREI S, XERSHE XA T

FRiR WA

/\ me | EEGIMETATEIGT, MEFYF, THASHARBHAIL,

Zﬁ&gg REERIERROT BN ET, TUNRIETaESIITSRIE, BIMTR. BEMES,

L) smm O | omimmsciasd. EHSIERIETHEMHNERBIHEE,

—ERZBMBVNINRE. XI5, T BXENRE NI ISR BB RITE PR ETE

0= B | eicnsia,
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2 BLiR

2.1 BEINEA

7T {EF BLE ThEERY M. FF%&, XR806 SDK &£ T Zephyr I1E B Bluetooth A%, SDK HHY BLE 7 <
FEHEHE cmd_ble.c. cmd_gatt.c X, BE T BLE B HAMINEE =,

2.2 HARYFIE

XR806 SDK HY Bluetooth Bp 551, | #&. &, EXNHESERIRNGLINE, BRaG<HIE
RiEZE “eLUR” NI,

23 NHUE

L SOk BHIRER, BLE OB REMEEXHEM T Y 4
& 2-1BLE SMNHUE : R
AE X% | XHUE

JBRESZ {4 | ./project/common/¢émd/cmd  ble.c
BLE 5 %> JREE S | ./project/common/emd/cmd_gatt.c

TBITFZ | ./project/demo/bluetooth/ble_demo/

FRAFRB O MBS Z BRI B IR AT, RE—INF] 2
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ﬁé

=R

-~
3  PZEHAA
3.1 MAER
BLE s ¥ B L5 E XR806 SDK, THEIEXT BLE s L BIERHI TN A,
3.2 EeEiRAA
fEF BLE S S THAERE L TIZACE HAY BLE THEEF] Fo
& 3-1BLE S EEYIR
BCEIR ECE 5 ER
G EIRER: §
I IRARE FRF7E DK A= BLE Thik, P \
>
BEA: L
N ok, o N
BLE J)BE(ERE LI B T S “make Menuconfie” , TEIL T BRI T
[*] BLE Controller
[*] Ble Host
BiNE2% ble_demo BY LIEAEE defconfig,
3.3 1&TIREA
BLE sp S HNIEZAE M K Ro
R 3-2BLE B B ELE
s iR
= BHEIFF
, B IR
<> GRS
(] ERRE
FEEREZLET, BLE S B U THEREE X,
+ 3-3BLE fp MRV iSER
A B oLz
ble <CMD> [[p1],[p2],[p3[=]],...] ble/gatt: BRLBIZR, PJENE
g = 5a <CMD>: < FER
gatt <CMD>{[p1],[p2],[p3[=]],...] [p1]/Ip2)/1p3]: B,
FRANFRE O MiS 2 BRI AR AT, RE—UINF 3
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XIAER . WE

3.4

34.1

34.1.1

3.4.1.2

9% I A
<ACK>: B LM FIS, EE.

IMEZAST | <ACK> <status-code> <respond-descriptions ;;t;”s;;ji: Ejg“;ﬁ;{:t;;; HIRTINT
<respond-description>: IHARNGH R,

A

BLE i SIRM THM. . HRBEEH L, HINEERBNTRATR.

& 3-4BLE SpSHERA

e BEBEA

FEGET inite deinit MDES, £ BLE SpTHMMITHAT init 88 #1T BLE

WBARESS L 4

REEEGT FE X BLE AUIRER M. it EHITEE, v

P feft BLE SITMINAE, MR EIMHANAHE, &7

[TH&a< 1Rt BLE T #BThERS

HERERGT R T ERIER. NSk

HCI BF < 1R{H4AZE HOl Bp<> THRE

ZEEXBL RS EFINEE.

BRARERS

init (BLEAESR#I451K)

SR | HEA

REY ble init

ThEE | BLE HERAIMAK

28 | N/A

R, | <ACK> 200 OK

Nl N/A

&1 | ERABRMEEEHIT BLE A1, HITHEM BLE ST RIE R ELMITRBLH L.

deinit (BLEAZEIRR4TIR1K)

ERIN | WEA
[REY ble deinit
IhEE BLE &R R #1861k

FRAFRB O MBS Z BRI B IR AT, RE—INF] 4
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. /
(SEAM | 8 & >

Va \/
B8 | N/A

) <ACK> 200 OK
AN N/A

& %< R IE{FEE CONFIG_BT_DEINIT BFERK

342 IRREEGS

3.42.1 name (E//fp&ABLEIREFRR)

%’E\% BiEA 0,\/{\\ O/\/\é\ §
L) ble name [name]

IEE | B/enE BLE &R N

S [name]. E1ZE R BLE IRE A o

R | <ACK> 200 OK : &7

Ny £ BLE &7 ble name

s Blname|ZHET IR E BLE IR MRy TS ERES 9 2 75 S 1 BLE BYIRE B Fo

3.4.2.2 id-create (BIEEBLEMHhAL)

ERI | HEA

[REY ble id-créate [addr: XX:XX:XX:XX:XX:XX]

Thig B3 BLE i3

S [addr]* TR E IR BLE FABHILE, BT XXXXXXXX:XX:XX
IR <ACK> 200 OK

5 ble id-create

MEFKEARFCEZ /D BLE FAFMIL, HRIRZEAF 1 MTABMUETE, #UEIA
A random 2B, YFIEARNER, BJ7E bleinit ZEAR, BAIEMEE flash ZH,

#&iE

3.4.2.3 id-reset (EEBLEMLE)

ERI | HEA

=B ble id-reset <id> [addr: XX:XX:XX:XX:XX:XX]
Ihee =5 BLE it

<id>: FBJ1/ BLE FABHIHE, HEIFIARE 11, 10 #HEIEK
[addr]: FEEEER BLE FABHIIE, BILE XXX XX XXXX:XX
E)v <ACK> 200 OK

28

FRAFRB O MBS Z BRI B IR AT, RE—INF] 5
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N /
BB | 68 K >
| VA

s | ARMRBAWCIRSOD LB, HRHRSRAN L MVEHIIFE, LRIk
= $9 random 8!, YFTEARER,

3.4.2.4 id-delete (MIERBLEIHAL)

S8 | 5EA

REY ble id-delete <id>
IhgE fIB& BLE bt

=S¥ <id>: FBJ17 BLE FAB ML, HEIFIARE 11, 103 GHIEK
v <ACK> 200 OK

ANl fB& BLE 55 2 DFAB ML ble id-delete 1 N
#F ZHARE 11 BLE FaE YL, FRUATEMIBR, BT ELE R A [
O >

3.4.2.5 id-show (ERBLEHIUHEZR)

ERI | HEA

=B ble id-show
IhgE 75 BLE HilHE R
=S¥ N/A

) <ACK> 200.0K
H_'\ﬁu SERHIAEMUEER . bleid-show
& N/A

3.4.2.6 id-select <id> (ZE$EBLEHIAL)

ERI | HEA

JREY ble id-select <id>

Thie PEE BLE oAk

S <id>: B/ BLE FAEHItE, HEIEAARE 11, 10 #HEIEL
] <ACK> 200 OK

Ny HEnEEFEHBASE 2 > BLE #itk: ble id-select 1

e N/A

FRAFRB O MBS Z BRI B IR AT, RE—INF] 6
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343 HiEgH<S

3.4.3.1 scan (BLEFF#E)

S8 | 5EA

[REY ble scan <value: on, passive, off> [dup: dups, nodups] [wl] [int=0x<hex>] [win=0x<hex>]
Ihee | BLEH3E

<value>: FERVIRSILE, AJEVE:

on: EEpiIHE

passive. #EhiIHE

off: {FLEIIHE

[dup]: host EBWEEE, AIEUE:
2 dups: host WEEH
nodups: host FINEEE " o

QQ

v

wl: BEBRE
RS

Q“ ;
[int=0x<hex>]: FA1HIEIFR. BRINE/I 0x60, XFAZESHE] A 0x60*625us=60ms.
[win=0x<hex>]: FAEE . ERIAMEF 0x30, XMZEF{E] /T 0x30*625us=30ms.
v <ACK> 200 OK

BLE FFEH#4: ble scan oh
BLE {£1E#3##: ble scan off

& %< R 1E{HHE CONFIG_BT OBSERVER BRIERY; int A1 win BIAA 16 #HEIK,

Nl

3.44 T &S

3.4.4.1 advertise (BLEI"1B)

ERI | HEA

[ A ble advertise <type: off, on, scan, nconn> [mode: discov, non_discov] [whitelist: wl, wl-scan,
= wl-conn] [identity] [no-name] [1shot/one-time] [nconn] [min=0x<hex>] [max=0x<hex>]

Ihee | BLES #%&

<type>: | FERTEE

off: KHII %

on: FTHT &

scan: RIXBRIR, FolEEN#BE
nconn: RIXFLEZIM, RolEE HE

W
%)E

[mode]: BRI EE
discov: BAI#HELIN

FRAFRB O MBS Z BRI B IR AT, RE—INF] 7
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E8M | 5%EA

non_discov: A # i35 & M

[whitelist]: HRREE

wl: EFBRRIIERIEK scan rsp M AEZNIGE
wl-scan: ERABREIIERIEK scan rsp B H
wl-conn: (£ BE RILIERIEZENIZE

lidentity]: EETAE SHMULERIZE L
[no-name]: | #&EEIEL scan rsp FAEEH name FE&
[1shot/one-time]: E#C[T Peripheral #1EiE FEAR LT &EE

[nconn]: REJ#HEEE 2

N

[min=Ox<hex>]: | #&HEHF&/NEIR. PAINMEN 0xa0, XFRZAY(EIA Ox%§*625u5=100mso
[max=0x<hex>]: r%%f#ﬁ%jﬁl\ﬂj@o ZXINE N 0xfO, ﬂif@ﬁiI\E—L]%/Oxfo*625us:150mso
M [z <ACK> 200 OK

FTHI 4. ble advertise on

XA #E: ble advertise off

&iF Zan L B EFEE CONFIGLBT_OBSERVEREFER; min 1 max A 16 H %L,

Nl

3.4.4.2 directed-adv (BLEES %)

SR | 5eA

Jﬁ/ﬁg ble directed-adv <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> [mode: low] [identity]
- [dir-rpa]

IhEE BLE EMAS &
<address>: M ML, EILR XXXXXKXXXX:XX

<type>: [iREHE R
public: ATtk
random: FEAHE

W
&E

[mode]: BRI
low: IEEEMR &

lidentity]: A S HMALIEIIGE MU

[dir-rpa]: EREEARIRE N AR TABHIALRIE R 1%
MR | <ACK> 200 OK

FRAFRB O MBS Z BRI B IR AT, RE—INF] 8
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3.4.5

3.4.5.1

3.4.5.2

SR | %A
Al ble directed-adv 78:17:FB:8E:CE:19 random low dir-rpa
&iF ZEn S EE(FHE CONFIG_BT_PERIPHERAL FS G

HEREEGS

connect (BLEXEHE)

SR | iEH
A ble connect <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> [lat=0x<hex>] [to=0x<hex>]
S [min=0x<hex>] [max=0x<hex>]
Ihee BLE J&#%
<address>: FEEFEZIGERIMUL, BILE XXXEXKXXXXXX
-
<type>: IXFFHIULIFERY QQ\
public: ZFthit .
<
: Hh3 : >
P random: FEAHILE <
[lat=0x<hex>]: MALBSEIE(ZRIAMER 0, BREN master AUIEIZSEF slave EREIZUR)
[to=Ox<hex>]: ZEIZERT(FRIAME 400, HAZATIEI/T 400*10ms=4s)
[min=0x<hex>]: ZEiZEIfRERAME(FRIAE /Y 018, XTLZAYE)J 0x18*1.25ms=30ms)
[max=0x<hex>]: ZE1ZEIPRERAIE(FAIAET 0x28, FTRZATIE]J 0x28*1.25ms=50ms)
)2 <ACK> 200 OK
Al ble connlect 5B:81:D0:0C:A3:DB random
& iZmn< BE{PHE CONFIG BT_CENTRAL B¥ERY;
- EEERISE— s/ MENRKE, &RZH Controller BITAEFERMTAE.
auto-conn (BLEETHIEE)
SR | i%EH
RE ble auto-conn <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> <value:on,off>
Thae BLE BnhiEiZ
<address>: FEEEZIZEAIMIL, FEILE XXXXXXXXXXXX
<type>. REFHINLLR
ic: ANitHh
P public: it
random: FEAHELE
<value>. REHEE
on: BhEEAR

FRAFRB O MBS Z BRI B IR AT, RE—INF] 9
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E8M | 5%EA

off: BohiEEXHA]
el <ACK> 200 OK

NGl ble auto-conn 64:99:4E:F9:AB:59 random on

503 BEENER, TERENTTHER BIFEEXMAZ CONFIG_BT_WHITELIST Zii ¥4 H
&x ) ; SEEEEXFETRFERBEAINLE, WA FEIEEE, Reg@EdarSxiE], m
@RI E—ENERNERA LIEERETREK,

3.4.5.3 disconnect (BLERFFFIEIE)

SRS | 5EA

=AY ble disconnect [<address: XX:XX:XX:XX:XX:XX> <type: (public|random)>]

THAE | WAFF BLE 3EIE <
<address>: FREUTFIREAIMIL, HEIUR XXXXKXK:XX:XX C
<>/
B <type>: IRFHALLRE pus :

public: AFihik
random: BEALMIE
v <ACK> 200 OK

Al ble disconnect

x| ZOEHSRURSIIHEERNER, SN SR0aER

3.4.5.4 select (IERBAINIEIEHERR)

E8M | 5EA

[REY ble select <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
Thie IR EINE R ERS
<address>: EREIGEAIHINE, T XXXXXXXXXX:XX

<type>: ZFHIULAEY
public: AFihk
random: FEAHIIE
) <ACK> 200 OK

(L)
%)E

Al ble select 64:99:4E:F9:AB:59 random
& RATIF LR TNMER, SEFE IR NN EZERR

FRAXFRB O MBS Z BB B IR AT, RE—INF] 10
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3.4.55

3.4.5.6

3.4.5.7

info (BREEHBRER)

E5M | HEA
it ble info'<address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
e | BEEHERER
<address>: FREEMERIREIIMIL, BIVE XXXXXXXXXX:XX
s | <type>: IREHINELTY
public: AFtihk
random: FEALE
M) 57 <ACK> 200 OK
5] V| bleinfo
sy | FOARTLRINNBES, TEITENERISHARED PO, SR nterval, latency
M timeout &%, FESREEREFER. ¢
v
conn-update (EIZHERR(S S EH) o \Q/
E5M | HEA
JREY ble conn-update <min> <max> <latency> <timeout>
Ihee | EEHEREEEN
<min>. EZERR/IVE
s <max>. EEERRAE
<latency>t M BSAE
<timeout> i EEZ B
D[ﬁ]ﬁz <ACK> 200"0K
Nl BEAEEES S ble conn-update 48 80 1 500
ipEd MMNSHEE 16 HERAN.

data-len-update (BUBKEESEH)

SR | HE

it ble data-len-update <tx_max_len> [tx_max_time]

TheE PERKEEREN

£ <tx_max_len>: ERAHUBFHEHKE
[tx_max_time]: ERAZIBETEH (FimATIE]

M) Bz <ACK> 200 OK

Nl N/A

p=d RS MR TR,

FRAXFRB O MBS Z BB B IR AT, RE—INF] 11
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3.4.5.8 phy-update (PHYEZE E#)

ERI | HEA

E=H ble phy-update <tx_phy> [rx_phy] [s2] [s8]
TheE PHY BCE EH

<tx_phy>: KIEXMBZE PHYs #8155

0: &BIEEF PHY, BIFRFEH PHY

1. 1 Mbps PHY

2. 2 Mbps PHY

4. CODED PHY

[rx_phy]: B85S tx_phy BELE—

21 5=2, tx_phy FRER 4 FAAN N
[s8]: S=8, tx_phy FRE K 4 BYHE K >
DARZ | <ACK> 200 OK ; &

NGl ble phy-update 1

&F % e S EE(FRE CONFIG_BT. USER_PHYZUPDATE BS54

3.4.5.9 channel-map (EBFBASER)

S8 | 5EA

=gl ble channel-map <channel-map: XXXXXXXXXX> (36-0)

Ihie SERBMEER

285 | <channel-map>: HMBMASER, S bit KR—MZE
N 7 <ACK> 200 OK

NG| EHBASER: ble channel-map FFFFFFFFFF
&iE 1 bit AR—NMEE, KEN O NRTARERZEE, N 1RTOAUREZEE

346 HC®mS

3.4.6.1 hci-cmd ((HEHCH S RIX)

S8 | 5EA

RE ble hci-cmd <ogf> <ocf> [data]
IheE> | A% Hal e kI

23 <ogf>: OpCode HY Group Fileds (BEFEBNMAIFWNEFZOMN, THE)

FRAXFRB O MBS Z BB B IR AT, RE—INF] 12
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/

B | B L e <

<ocf>: OpCode BY Command Fileds

[data]: BEARYERLEIE, LA 16 FEHIHEIAN
M 52 <ACK> 200 OK

Nl N/A

& 44 ogf M ocf AN T/ BT

347 RLEEEGHS

3.4.7.1 oob (I¥EHOOBIEE)

%E?ﬁ i >>>% <>©<>% <>©<>%
BEE | ble oob N

e | 12 ooB S %

S N/A o7 >

) <ACK> 200 OK

R | N/A

&1 |NA

3.4.7.2 clear (GEMHEREIEE)

1%',%\1)?(1\ » BiEH 4 48 4
Eﬁ! ble clear <remote: addr, all>
TiRE ERREER AT ER

<remote>
s | addr: HEREER

all: FREBECXIRE
A R <ACK> 200 OK
- TEPREMEEBEIEE . ble clear 30:74:96:99:1A:76 public

BRREEILEEXE R ble clear all
= pad N/A

3.4.7.3 security (IREREFRH BhHITEITYIE)
< < <

wa | w8 & o &

L] ble security <security level BR/EDR: O - 3, LE: 1 - 4> [force-pair]
Thig REBREFRHBohHHITERXNGE

FRAXFRB O MBS Z BB B IR AT, RE—INF] 13
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N /

fERI | Bi8E & >

e

<security level BR/EDR: 0-3, LE: 1-4>. BEIRZHF LE
1: &, FTIAE
2: INEAINIE
B8 |30 MBAINE
4: 128bit key BIAIE R 2IERE
[force-pair]: SRHIEHFTHITH X T FZ
v <ACK> 200 OK
ANl REMZEFER: ble security 2
FINNBER AN 1, NEBGEMZBELRRN 1, MWEBRM force-pair SEIHITIRFNEFED

#F o O r
’ S, HR 2va RBEIZBE, BHOES,
8 <
3.4.7.4 bondable (IREYPE(FERE) ><>
i N & & <
BRI | B & &
it ble bondable <bondable: on, off>
IhRE RERETRYE
<bondable>: KNIEE T RIFLHE
S on: AiF
off: R
) <ACK> 200.0K
Al N/A
#3* N/A
3.4.7.5 bonds (GREXBLE4BESE)
Y
0N N
(SR | B & S

=B ble bonds
Ihee 5XEY BLE 8= 82

28 | N/A
MR | <ACK> 200 OK
| N/A
#E | NA

FRAXFRB O MBS Z BB B IR AT, RE—INF] 14
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3.4.7.6

3.4.7.7

3.4.7.8

connections (&1 a] 2 EIEHER)

EETR | B8 N > %
ERm | HH O S
RE ble connections
IhgE EHFI EE R
B N/A
) <ACK> 200 OK
ANl N/A
&F N/A

auth (BLEEEX4E A RECE)
> . > <& &
BB | $5B S O RS
=g} ble auth <method: all, input, display, yesno,.confirm, oob, none> <>\
IhgE BLE ECXI4FE AL E
<method> <
all: ZFFTBEINEATR
input: 3INIAIE
display: E/RIAIE
B¥ _
B yesno: &7 yes/no
confirm: FIAIAIE
oob: HING I
none: AfEFEEIMAIE
N Nz <ACK> 200 OK
Bl 1% BLE EEX AT/ confirm: ble auth confirm
= pas — P EBABARAFIRE—R

auth-cancel (BUHIETE#{TRYBLEACIHPTE iHE)
ERIM | %A

[RE ble auth-cancel

Thek BSGH IEFE#HTHY BLE X407 FAS
B N/A

BRZ | <ACK> 200 OK

5l BFRZNIS% & BLE XY ble-auth-cancel
= pad N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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3.4.7.9 auth-passkey (I&EBHDXFpasskey)
TR | 38 < < %
f M | %68 A/\ S S
[REY ble auth-passkey <passkey>
Ihge B AEXS passkey
28 <passkey>: FCXIZREA, 96 (U¥F
v <ACK> 200 OK
ANl KB passkey: ble auth-passkey 123456
&F N/A
3.4.7.10 auth-passkey-confirm (B@¥tpasskeyffiil)
>
ERW | HHF <>® <>Q <>Q
=L ble auth-passkey-confirm QQ\
IheE BoXt passkey FIA , <~
B8 | N/A '
) <ACK> 200 OK
NGl N/A
i N/A
3.4.7.11 auth-pairing-confirm (EZ*JH1A)
B[ 56 S & &
9D 2 o &
JRAY ble auth-pairing-confirm
IhEE PO IIN
B N/A
) <ACK>200 OK
NGl N/A
&#F N/A
3.4.7.12 auth-oob-tk (IR E00BZ X THIIEETZEER)
E2I | i%FH
RE ble auth-oob-tk <tk>
IhgE 1% E 00B A THIIGBYZ A
B <tk>: IIRBYER, 16 FHAN
AR O M2 BB B IR AT, RE—TINF 16
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R | 5 & \ S
v <ACK> 200 OK

antdl N/A

ipas N/A

3.4.7.13 oob-remote (IFEOOBE%K)

ERI | HEA

A ble oob-remote <address: XX:XX:XX:XX:XX:XX> <type: (public|random)> <oob rand> <oob
= confirm>

IhgEE % E 00B B
<address>: ZSALHB4E

<type>: HuHEEE Y 4
public: AFMAE o
S8 random: FEAIHILE N O

<oob rand>: OOB FEH1%K 16/2#Hl, 16*3=128bit

<o0ob confirm>: OOB confirm £%#&, 16 ¥, 16*8=128bit
) <ACK> 200 OK

AN 1% E 00B S blerob-remot 00:00:3D:06:00:00 public 1234 1234
= pad RERNEIREFMERAN 008 ILXEE25%, HAikEH

3.4.7.14 oob-clear ((BEPROOBE %K)

sEm | HE R <
RE ble oob-clear

Thae &bk 00B ¥

28 | N/A

M 52 <ACK> 200 OK

Al 75B% 00B 31 ble oob-clear
& EREISER 00B ELXHES B

3.4.7.15 fixed-passkey ({&247sithpasskey)

he) he) he) he)
. \, / /> <\
=8I0 B
1/)% 7 | HEA >> Q@ Q@

[REY ble fixed-passkey [passkey]

FRAXFRB O MBS Z BB B IR AT, RE—INF] 17
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MXHEER

3.4.7.16

3.4.7.17

(SEAM | 8 S >

e N

IheE BB passkey

B [passkey]: TAIEZEH, 16 {(UkF

M) B <ACK> 200 OK

NGl {BEAZNIE 2 passkey: ble fixed-passkey 1234

& % e S EEfEBE CONFIG_BT_FIXED_PASSKEY B3, =& KN 4ER passkeyo

wl-add GRINEEEIBRE)
E2I | i%FH
m% Q Q QA

EAY ble wl-add <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>
IgE AR ERE

<address>: ZS#l it ><>\
S8 <type>: HhuiF3EEY o \Q/

public: AFtihk

random: FEA#EHE
) <ACK> 200 OK
NG| AIMEEFIAZE: ble wi-add 00:00:3D:06:00:00 public
= pad Z S EEFRE CONFIG_BT_WHITELIST B 3%
wl-rem (M B2 HEBFRIZH)

&5 B B B

gzx%rm 3HEA & © \ >

[REY ble wl-rem <address: XX:XX:XX:XX:XX:XX> <type: (public|random)>

e | NEREBEBIRIEE

<address>: A/ #lk

S <type>: HhfFERY
public: ZA3tHbht
random: BEALMIE

M) B <ACK> 200 OK

NG| MBZEFRIFRENEE: ble wl-rem 00:00:3D:06:00:00 public

&iF ZEn S BEEFRE CONFIG_BT_WHITELIST B

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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3.4.7.18 wi-clear (BEEHRH)

mEW (WE <’
[REY ble wi-clear

IngE BTEEBR

S8 N/A

v <ACK> 200 OK

NG BT HRBE: ble wl-clear

= pad Z e S EEFHE CONFIG_BT_WHITELIST B5K

3.4.7.19 wl-conrect (BmIEZERRERILE)

SR8 | HEA O & &
[REY ble wl-connect <on, off> ><>\
IhgE BohEiEaE 2L E -~
<on, off> {
B on: BHIENEEZRRRIRE, SRATZH<EEEZEHRARPHN—MEE
off: {FIEEEhEE
0 &2 <ACK> 200 OK
NG| N/A
&F ZE S EE(FARECONFIG BT WHITELIST B%%

3.48 GATT#$

3.4.8.1 didcover (ZERS)

e N >
EEW | #E < O
A N

=g} gatt discover [UUID] [start handle] [end handle]
IhgE EFHRS

[uuiD]: FEZ ARSI vuID;
=S¥ [start handle]: ZEIFFCYA handle;

[end handle]: EIBZ5ER handle
) <ACK> 200 OK
NGl EIBPFBEARS . gatt discover
&x N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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XIHER: B
3.4.8.2 discover-characteristic (ZifJ§F1%)
mEW | WHE ) ©
it gatt discover-characteristic [UUID] [start handle] [end handle]
Ihee BiE
[uuID]: REEFARSH LUID;
B4 | [start handle]: ZEIHIA handle;
[end handle]: EIFLER handle
M [ <ACK> 200 OK
Al ENSE AT gatt discover-characteristic 2A00
ipad N/A
3.4.8.3 - discover-descriptor (ZEIFHEIRTT)
8
N e
fERI | $i8 Vy < <
=g} gatt discover-descriptor [UUID] [staft handle] [end.handle] >
Ihee BHHEIRRT
[UUID]: EEEIFIRSAIUUID;
B4 | [start handle]: ZEIEF2IA handle;
[end handle]: ZEIFZ5R handle
M) 57 <ACK> 200 OK
w3l T4 EHER /T \gatt discover-characteristic 2A00 0 1234
ipas N/A
%
3.4.8.4 discover-include (EHBEEIRS)
ERW | & <
[REY gatt discover-include [UUID] [start handle] [end handle]
Thig BHEERS
[uuID]: REEFARSH LUID;
B4 | [start handle]: ZEIHIA handle;
[end handle]: ZEIPLER handle
) <ACK> 200 OK
ANl EHFIEE SRS . gatt discover-include
ipas N/A
WA PR O MEZ BB B R AT, RE—TINF 20
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3.4.85

3.4.8.6

3.4.8.7

discover-primary (EHEERSS)

fER0m | B
RE gatt discover-primary [UUID] [start handle] [end handle]
Ihee EHEERS
[uuID]: FEEMARSHI VUID;
B4 | [start handle]: ZEIHIA handle;
[end handle]: EIFLER handle
M [ <ACK> 200 OK
AN EHFIEEEIRS . gatt discover-primary
ipad N/A

discover-secondary (ZEIERERRSS)

- 5 & <&
mem | wE RS <
=g} gatt discover-secondary [UUID] [start handle] [end.handle] >
Ihee BIRERS
[UUID]: EEEIFIRSAIUUID;
B4 | [start handle]: ZEIEF2IA handle;
[end handle]: ZEIFZ5R handle
M) 57 <ACK> 200 OK
AN EIHFTERE RS ; /gatt discover-secondary
ipas N/A
7

exchange-mtu (MTUBXEKEIRE)

ERE | B o <’
< <& <&

JREY gatt exchange-mtu

TheE MTU B2 EKEIRE

S8 N/A

) <ACK> 200 OK

5l KB MTU 88X EKE: gatt exchange-mtu

= pad N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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3.4.8.8 att_ mtu (FREXMTUK/)

mEm |l S

< N

=g} gatt att_mtu

IhEE FREY MTU K/
S N/A

v <ACK> 200 OK

NG FREX MTU K/]\: gatt att_mtu
:pEd N/A

3.48.9 read (JERE¥FREhandleXtRHVEM(E)

fSRm | e O & 0
JEH | gatt read <handle> [offset] ><>\
Ihee IREVRIE handle WRZHYEIEE -~
- <handle>: FTEIRENH handledB, 16 #HHIHUE;
[offset]: MM E—NFTHHMIZE, 16 FHIEIE;
DRI | <ACK> 200 OK
NG| M handle 3R JE M4 ERYEE 8 FF 19T 48 152EX . gatt read 2a00 8
= pad N/A
3.4.8.10 read-uuid. (REVFEEUUIDHIEEE)
BAT | 35 S s> <
[REY gatt read-uuid <UUID> [start handle] [end handle]
Thae REVEESEEINAEE uuID B M E
[UUID]: EEE BRI vuID;
28 [start handle]: ZEIE#CIS handle;
[end handle]: EI4EER handle
DRI | <ACK> 200 OK
NG| M handle 3B MHERIEE 8 FHFFIE1EEN: gatt read 2a00 8
=pad N/A
3.4.8.11 read-multiple (3REXZ 1 handleBVE1£1E)
BRT | 358 &7 & &

=gid] gatt read-multiple <handle 1> <handle 2> ...

FRAXFRB O MBS Z BB B IR AT, RE—INF] 22
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E8M | 5%EA

IhEE JEENZ N handle BB
S handle: FEEE IR handle, 16 FHHIEIE,
v <ACK> 200 OK

AN JEEX 2 ™ handle B4 & gatt read-multiple 12
&iF N/A

3.4.8.12 signed-write (X8 E)

S8 | 5EA

EAY gatt signed-write <handle> <data> [length] [repeat]

ee | &85

<handle>: FESH) handle &, 16 HHIHIE Y 4

<data>: FREEAWEGE, 16 MHIHIE, HRIREEMA 11 8bit HUE

llength]: FESNBHIEKE, £RA512 F1, Z3F8bit HiEEE T IR KE AN
[repeat]: S NHIBEEE LXK

) <ACK> 200 OK

NGl M9 0 B9 handle 5N KEA 2 B213E 0x12:gatt signed-write 0 12 2

ip=d ER G Rk HEREER

3.4.8.13 subscribe (iTIEPRSZ)

ERI | HEA

[RE gatt subscribe <CCC-handle> <value handle> [ind]

IhgE ITIRARSS

<CCC handle>: 16 #HI##E, cCC IFRZAY handle B, UUID /3 2902;

28 <value handle>: 16 FHHIEUIE, —A% ccC MY handle ZBIAY— handle;
lind]: BEAHREET

v <ACK> 200 OK

ANl LA notify ISR ITIRIE AN cCC: gatt subscribe 1a 19
= pad GATT REHEEH cCC BRSS, ITIRAAEK

3.4.8.14 unsubscribe (BXGEITIH])

ERI | HEA

RE gatt unsubscribe

FRAXFRB O MBS Z BB B IR AT, RE—INF] 23
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XIAER . WE

—

SR | A

Thae BUHITIS

28 N/A

M) B <ACK> 200 OK

w3l BYSHETTIR] . gatt unsubscribe

#iE SITEBEMNA, BUEZBIBITERE

3.4.8.15 write (BIANE&<$

S8 | 5EA

[REY gatt write <handle> <offset> <data> [string]
IgE EMYEmSL
<handle>: EEE NIKIEIIRIH handle, 16 IR S

>
<offset>; SHE—TEBIEHENRIEZE, 16 HEIHUE

<data>. EEG \WEUE, 16 HHlEuE, Zai=EacmNG 8b<|2c 2AE
[string]: BREUFHTEERE

) <ACK> 200 OK

NGl BB 0 BY handle RS NBH “ab? FYZERTER: gatt write 00 ab string

& EXFUHIEEHIT response ML

3.4.8.16 write-without-responsen (MM E #5<)

ERI | HEA

[RE gatt write-without-response <handle> <data> [length] [repeat]

Ee™ | TS an<

<handle>: FEER handle {8, 16 FHHIEIE
<data>: FREGNBIHIE, 16 #HHIEIE, SRIREERIA 11 8bit #iE

[repeat]: FENBUREE KX XEK

llength]: BESNNEIEKE, RN 512 FT, =15 sbit BIEEEY REIBERKER/N

M) B <ACK> 200 OK

ANl A handle 7 0 G ANKE 2 BYEHE 0x12: gatt write-without-response 0 12 2

#E | REANTENRREEN, WLEHIEE NGB R

FRAXFRB O MBS Z BB B IR AT, RE—INF]
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3.4.8.17 write-without-response-cb ({EAFE S TR EIEAMN TN E <)

S8 | 5EA

RE gatt write-without-response-cb <handle> <data> [length] [repeat]

e | EABES TREIENEMN S S

<handle>: FEEHM handle B, 16 #HH|EKE

<data>: FFETGNRVEIE, 16 #FIEHE, HRIRBERA 11 8bit HUE

llength]: BEEANNEIEKE, LRA 512 FT, 28 sbit BIBESEYT mIEEBEBKEKR/N
[repeat]: KENBIEEE LIERE

) <ACK> 200 OK

A5 [ handle0 RS NKE N 2 BIEIE 0x12: gatt write-without-response-cb 0 12 2
#F 5N EmSHXSNETE <5l aERIEERLEK K

3.4.8.18 get (BFISEEINATIR) &

ERI | HEA

[REY gatt get <start handle> [end handle]
TheE wWHEEA ATTR

<start handle>: 244 handle

[end handle]: Z53R handle

M) 57 <ACK> 200 OK

NGl I&[H 0~0%x1000 SEEIA ATTR: gatt get 0 1000
&F NS 16 BFHILE
N

3.4.8.19 set (IREHFATIR)

ERI | HEA

[REY gatt set <handle> [data]

Thae REBED ATIR

<handle>: FEIZER handle
[data]: FEES NBIEIE

) <ACK> 200 OK

28

NGl % E handle /9 10 BYEK#E 0 2a00: gatt set 10 2a00
&F BEEEHNYTIE handle FERNBE4HE

FRAXFRB O MBS Z BB B IR AT, RE—INF] 25
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3.4.8.20 show-db (EREFEATTR)

fERm || S
e N
[REY gatt show-db [uuid] [num_matches]

Ihik ERFRE ATTR
[uuid]: REBIHHFE UUID
[num_matches]: HFEEHIFFE UUID I E

M) B <ACK> 200 OK

W

5

NG| EHIBHEA GATT #3E: gatt show-db
& THEEBHNBHED GATT BMEE, H5HNRERITENFE UUID &I handle

3.4.8.21 metrics GEMFmetricsBRS3)

BRI | 5 & &
S S )
[REY gatt metrics [value: on, off] o
IhgE FFB /%7 metrics fRS K

[value]
B on: FFE metrics IR
off: X metrics IRSS

M) B <ACK> 200 OK

NG| FF B metrics fRS5ipgatt metrics on
&iF [ GATT P AERE B metrics ARSS

3.4.8.22 register ) CERFMIRARSS)

(SBI | A N S

e

'\

[REY gatt register

Ihie FENiHXARSS

S N/A

M 7 <ACK> 200 OK

AN BAMIRARS . gatt register

:pEd FEFEMRARS, Z§1ccc RBEMRRS T, FEMSABHITITIRIRE

3.4.8.23 unregister (KEFMIXARSS)

%\) %\) C:)\' c,‘)\/
SR | H5 © ~ o7
=B gatt unregister

FRAXFRB O MBS Z BB B IR AT, RE—INF] 26
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/

B | B L e <
heE | XIS
B85 | N/A

M) B <ACK> 200 OK

NGl XKFAMIAARSS . gatt unregister
&F N/A

3.4.8.24 notify (notify 3@%0)

fEam | $ie

A

2
3/.
Z

[REY gatt notify [data]

IfEE notify BN

B | [data]: BEBHNEKIE, — sbit B9 16 PHIEE o
ARz | <ACK> 200 OK |
R | EEEHI IS ESIREM F0X12: gatt notify. 12
& | NA

3.4.8.25 indicate (indicate &%)

ERI | HEA

[REY gatt indicateyfdata]

IhgE indicate @[

ZH [data]: FFEBABVEIE, —1 8bit BY 16 #HHEkiE
BRZ | <ACK> 200 OK

Nl W BN IR AN A b 12 25 BB IECA Y T 0x12: gatt indicate 12
pEd N/A

FRAXFRB O MBS Z BB B IR AT, RE—INF] 27
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KEDIRMETENRG, 758 Slave. Master BEXT BLE BY GATT i25 . I EEFE R H1TE
RSiTAsI=

HRAD €

N,

41 GATTIEB R (Slave Role)

41.1 wHIEN
KRGETER GATT 15175, BENA GATT s<HERFER G,
41.1.1 FKREVAR

GATT IEE e S ERTE cmd_gatt.c XA+, @3 ble_demo TIERILASERY GATT 25155 &, ble_demo
TF2IF XR806 SDK FY/project/demo/bluetooth/ble_demo B =,

4112 HHEIE < 4
ble_demo TEMEHERH T, QQ
LB ETRAITR AR, e 07

2. BROZ: EHETHIREY varto i, T console =Ml &RV NG H o
3. PCHl: ATFEGIFEZRI consoled il A% Nt
4. FH/FEMR: FTFIBIT nRF Connect 31 f5F , [ZXSZHEEY nRF Connect KARIARZSZE V4.23.00

4.1.1.3 RETRE
1. 4miF ble_demo @iz, THKEE G, EMEIA, R~HEENET.
2. FHPIREZZEFHIZTT nRF Connect T4,

112 WEBRT
1. EIHEIRAIETT ble_demo TH2/E, EEHIEFRITENHALKBNER,

platform information
XR806 SDKv0.3.0 Feb 6202120:11:07

heap space [0x20f200, 0x247c00), size 231936

cpu clock 160000000 Hz
HF  clock 40000000 Hz

sdk option:
XIP : enable
INT LF OSC : enable
SIP flash : enable
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HRHD@TECH

XIAER . WE

S>

S>Welcome to Bluetooth Console Tools

2. #17 BLE #9a1L, FEHROMN BLE Y158k <

S>ble init

BRINNia1fE, RILUBEILITIEMER:

ble rf_init done!
BLE INIT ALL DONE!
BT Coex. Init. OK.

<ACK> 200 OK

[cmd] Bluetooth initialized

[bt] [INF] bt_dev_show_info
[bt] [INF] bt_dev_show_info
[bt] [INF] bt_dev_show_info
[bt] [INF] bt_dev_show_info

== XRadio BLE HOST V2.3.0.0 ==

Device A not active,waking up!

S [bt] [WRN] set_flow_control: Controller to h&st flow control not supported\<>/
[bt] [INF] bt_init: No ID address. App must«all settings_load()

[bt] [ERR] settings_call_set_handler: set-value failure. key: bt/hash error(-2)

: Identity[0]: DA:1F:33:CA:3A:25 (random)

: Identity[1]: FD:96:FD:48:€2:C7 (random)

: HCI: version 5.0 (0x09) revision 0x0110, manufacturer 0x063d
: LMP: version 5.0 (0x09) subver 0x0110

3. FREAH{IBLET I&, FEROIMAT <.

$>Vble advertise on

BRIAT 8IS H LU TR

[cmd] Advertising started
<ACK> 200 OK

k3 K K ok oK ok 3k ok ok o K K oK oK oK ko o ok 3 oK oK ok ok ok o 3 K K oK oK oK ok ok K K oK KoK K Rk kK KK

[RandomAddress 7D:2D:D1:24:23:FD ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k 3k 3k %k >k 5k 3k %k %k 3k %k %k 3k 3k %k *k 3k %k k ok

IR FLZE BLE BT HEtthht,

4,

AR GATT BRSS, FEROMAGS:

S>gatt metrics on

BRUBEMER LU TR

[cmd] GATT write cmd metri

[cmd] Registering GATT metrics test Service.

cson.
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N A N Q
HRQD@{&@I & & OB

o 3
%é@CK> 200 OK S </ S > | \>\
Q& 5. FRUGMHTEERE JE4TFF nRF Connect B4, L@% EaaaH, § —JLHﬁU@ﬁﬁaﬁuﬁz g, BT Q&
RS ll@ﬁﬁﬁj\ %F/\ﬁéﬁ “CONNECT” kiﬁ}%@ N N
56 B 4-1nRF Con@ct HiE Q Q\> &Y
& - 37 100% =0 11:28
= Devices STOP SCANNING &
No filter
dxh-hello
NOTBONDED ~ 4-77dBm €>150ms
i N”::)\ :DD:CO:F6:5A
z%\éﬁﬁDEb ) A-70dBm ©99ms
' sz.idio
No.?[;:([));:gé[:)QB:FD A-40dBm ©141m
Q>> — - RS
S 4F:49:44:41:52:58 / %
\>\> NOTBONDED 479 diri_» 15 ms /\/\
\>\> )7(;:38(::083:38:DF:24 \/\/ <\<\
NOTBONDED ~ 4-67dBm €120 ms
NA
NOTBONDED  4-89dBm €202
N/A
NOTBONDED,  4-g3dam 277 ms
TR X X
%004}\ %00/§
O O
O >
& >
R O RS
56 QQ Q\>
O O O
QQ \>Q &
& & &Y
=) N N BN
<& > O &
> > & &
> > O O <
> & & & <
> O O O <
<& <& <& & &
RS RS BRALFRE OF M7t 2 BRI B IR A, RE—ILF 30



N Q N N
xrap €2) zg':ﬁ & & %@Ejg&; W

o > -
@ 4-2 nRF Connect ﬁ?&ﬁ@Q QQ Q<> <
O o & & O
& & & &
O . . <& & &
S =  Devices DISCONNECT S S S
& O O &
QQ SCANNER BONDED ADVERTISER 5[59[%?-24»23-;0 X QQ QQ QQ
< CONNECTED — < <
e CLIENT SERVER
Gengric Attribute
Gengric Access
Unknown Service
UUID: 12345678-1234-5678-1234-5678%abcde0
PRIMARY SERVICE
<
QQ QQ
& &
O &
& &
QQ Q<>
& O
BB I A HH IR LA 32 R ThBV+
[cmd] Connected: 6E:8A:99:6F:0F:E
[cmd] Remote LMP versio 08 0x0608 manufacturer 0x010f
[cmd] LE Features: 0000000000019
te ! gg@OG lat 0 to 2000 0&\ \9,\*/{\\
ed: |n%> 0028 lat 0 to 2000 Q% Q%
QQ QQ QQQ QQ QQ<
QQ Y Service Eﬂ?gg 4 FEUEERY GATT HE%@ =FF “Unknown Service’é@%L}(E?UfEﬂﬂE’\]ﬂE% QQ
QQ @,?ﬁ_/l\ﬂlgzﬂgﬁ'&o QQ QQ QQ
QQ Q<> QQ QQ QQ
N N NS N
%00/\/ %00/\/ %06\/ %00/\/
& <& O &
& & & &
& O O O <
& & & & &
O O O O O
QQ QQ QQ QQ QQ
<& <& 4}%@ & &
JWN I"('; 3 A o EJJ_-t
Q<> <>© G =TGP ZHX@ BRAE, RE )JW@@ Q&l



XRAD @ TECH XRYRAL . R

4-3 BLE GATT Service

@2 37 =1 1419

Devices DISCONNECT

AT XRADIO
SCANNER BONDED ADVERTISER 7D:2D:D1:24:23:FD X

CONNECTED .
NOT BONDED CLIENT  SERVER

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Unknown Service
UUID: 12345678-1234-5678-1234-56789abcde01
PRIMARY SERVICE

Unknown Characteristic 3
UUID: 12345678-1234-5678-1234-56789%abcde02
Properties: READ, WRITE

W W
%00/\/ %00/\/
N <
> &

6. MHTWSHRME: MENE “0x010203" , BRTEANLCFS “D-0-0" #iF, AGHIES
S@ANEIMBERS N, LR 1 LEENO, LRSS S QA EEIRN
4R,

4-4 BLE GATT W

=  Devices £ = Devices DISCONNECT

SCANNER BONDED ADVERTISER )f‘?.ADIO 0 SCANNER BONDED ADVERTISER ,“(ﬁum X

<
CONNECTED 7 CONNECTED
<O R
NOT BONDED NOT BONDED CLIENT SERVER

' Data wm&mus&n-w 234-5678-1234-56789%abcde02,
- (0x)01-02-0 X

Generic Attribute
PRIMARY SERVICE )

~ReEAt RESpOTSe TeCeved from
12345678-1234-5678-1234-56789abcde02, value: (0x)

Generic Access ,2-01:02:03

iRt osiag Wita s NEW  LoAD O &

PRIMARY SERVICE -
-

Unknnown Service 0x 010203 BYTE.

UUID: 12345678-1234-5678-1234-56789abcde0 2

PRIMARY SERVICE ADD VALUE

Unknown Characteristic
UUID: 12345678-1234-5678-1234-567689abcde02
Properties: READ, WRITE

Save as...

Advanced v
@

CANCEL | SEND
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4.2 BOXIYBETMGI (Slave Role)

XIAER . WE

421 wBHIEN
ARGIETER “WARNZIARY NiFs, SENE BLE BB HENENER S %,
4.2.1.1 FKREVAR

FOXT B E S E AN TE cmd_ble.c XHH, @3 ble_demo LT 2RI LASERY BLE EEXf 1% 5= 7ER, ble_demo T
F2{1F XR806 SDK FY/project/demo/bluetooth/ble_demo B F.

42.1.2 HEIE
HAEETER 4.1.1.2
4213 RETE

BRIEPEE 4.1.1.3,
422 BRETR >
<>
1. EIFEIRFIETT ble_demo TH2, P
2. T BLE ¥DMEM, TEEROMHA BLE TEKES: 7
S>ble init

3. fEREECERMSES I

S>ble bondable on

S>ble auth input

4. FRa#(T BLE [3%, EHEORAN FH<:

S>ble advertiséon

BREL TR B TR

s KK R ok oK 3k ok ok K K K oK oK ok ok ok kK 3k oK oK ok ok ok o K K oK oK oK ok ok K K oK oK ok ok ok Kk K KK

[RandomAddress 6E:E4:A7:E9:94:4A ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3Kk ok 3k 3k %k >k 3k 3k %k 3k 3k %k >k 3k 3k %k %k 3k %k >k 3k 3k %k %k 3k >k>k 3k 3k %k *k 3k %k k ok

[cmd] Advertising started
<ACK> 200 OK

5. FHIAERE, WTFENHEBRIURFTRERIT R, FiTFF nRF Connect Bt , #ITE RIS,
BILUREIHEIRRIREER, AERE “CONNECT” K&,

6. EIERUINS, TE nRF Connect BRI ST “Bond” &HCHIN, =3#HEIX1ERMIERIE,
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snap &) rech SRR

4.3

43.1

43.1.1

4.3.1.2

€] 4-5 BLE B2 x4 E L 12

Devices

DISCONNECT]

DISCONNECT = Devices

4 ¥ SOANNI v XRADIO
SCANNER BONDED  ADVERTISER XRADIO X% SCANNER BONDED - T—— SCANNER BON VERTISER e

CONNECTED e CONNECTED
SRR CLIENT SERVER  § S Use autoConnect O O CLIENT  SERVER(
Generic Attribute Generic Attribute Parse known characteristics
JUID: 0x1801 D: 0x1801
RIMARY SERVICE MARY SERVICE L : PRIMARY SERVIC
Clone device's services
Generic Access Generic Access Generic Access
0x1800 D: 0x1800 Show log UuID: 0x18' .
RIMARY SER\ RIMARY SEF PRIMARY S BEFEIER
ESuTR&NR
Xradio
Bexiss :
130389

WWARME, AEREES.

N
%\"0/\/

“ © & G
__*
ERAMETUEREXNEE “130389 o o

T y
7. FEREOBNEXE:

S>ble auth-passkey 130389

FCRS BTN G PT AR B LU HTED:

[cmd] Security changed: 58:BA:72:B0:4C:EB (random) level 4

[cmd] Identity resolved 58:BA:72:B0:4C:EB (random) -> 30:74:96:99:1A:76 (public)
[cmd] Bonded with 30:74:96:99:1A:76 (public)

[cmd] LE:conn param updated: int 0x0028 lat O to 2000

5 |
GATTiEE = (Master Role)

THlEY
ARFIBITIER GATT IR E17R, BENA GATT s SHEAFERS %,
RENAR

GATT IEE S EMTE cmd_gatt.c XHEH, 181 ble_demo TFER] LLSER GATT 5 =&, ble_demo
T F2IF XR806 SDK HY/project/demo/bluetooth/ble_demo B F.

HEETIE

ble_demo 2RV EEHI T

1. WER: 2R, BITRGITIZLEE,

2. B4 EEATHIRE vart0 15, AT console IEHIEBIRNRIL,
3. PCHl: ATFHEEIERH console I=HIRH NI Ho
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annn@ﬁcu XYL R

4313 RETE
1.  4%i%F ble_demo T2, FIRIF RIS G, EAEIE], RIS BNETT.

432 MNMRET
1. FERITEIRS BIEST ble_demo TH2, FIHITIEIRLATAR A/B BFF, A fE Master. B fE49 Slaveo
2. FHEIR A/B HBUIT BLE FIIASHS

S>ble init

3. 3G B BT “ble advertise on” SIS 1

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k 3k 3k %k >k 3k 3k %k >k 3k %k %k 3k %k %k *k 3k %k k ok

[RandomAddress 5F:6F:67:DA:79:61 ]

sk K KKK ok 3k ok ok ok K K oK oK ok ok ok o ok K oK oK ok ok ok ok KK oK oK ok ok kK K K Kk oKk ok kR ok kK KK

[cmd] Advertising started

<ACK> 200 OK . >
4. &R B EM GATT FRS, EROBAHS /0
$>gatt metrics on O >
RIS LU TR

[cmd] Registering GATT metrics test Service.
[cmd] GATT write cmd metrics on.
<ACK> 200 OK

5. WHMEIR A RIS

S>ble s¢an on

R TEER ORRRERE - AV 4S

[cmd] [DEVICE]: 5F:6F:67:DA:79:61 (random), AD evt type 4, RSSI -23 Xradio C:0.S:1 D:0 SR:1 E:0 Prim: LE
1M, Secn: No packets

[cmd] [DEVICE]: 71:CE:BD:2C:89:47 (random), AD evt type 0, RSSI -62 C:1 S:1 D:0 SR:0 E:0 Prim: LE 1M,
Secn: No packets

[cmd] [DEVICE]: 71:CE:BD:2C:89:47 (random), AD evt type 4, RSSI -62 ble-32768-test-48-hour C:0 S:1 D:0
SR:1 E:0 Prim: LE 1M, Secn: No packets

[cmd] [DEVICE]: 14:08:16:04:46:4A (public), AD evt type 0, RSSI -88 C:1S:1 D:0 SR:0 E:0 Prim: LE 1M,
Secn: No packets

MEREB I LRI AR 8 T #HHEE, BN EEAEIEE D,
6. 1HEMR A FFiREE B:

S>ble connect 5F:6F:67:DA:79:61 random

RIS, ABLUTTED:
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annn@ﬁcu MR W

S K K oK oK ok 3k ok ok o K K oK oK ok ok ok ok ok K oK KK oK 3k o K K oK oK oK ok ok K K oK oK ok ok Rk kK KK

[RandomAddress 56:25:4C:81:C7:1E ]

3k 3k 3k 3k sk sk sk sk sk sk sk sk sk sk 3k sk 3k koo 3k 3k 3k 3k 3k 3k ok 3k 3k 3k sk ok 3k sk ok sk ok sk sk sk sk sk sk ksk sk sk sk k
[cmd] Connection‘pending

<ACK> 200 OK

S [cmd] Connected: 5F:6F:67:DA:79:61 (random)

BT B B R INIERZRIFTED:

[cmd] Connected: 56:25:4C:81:C7:1E (random)
[cmd] Remote LMP version 5.0 (0x09) subversion 0x0110 manufacturer 0x063d
[cmd] LE Features: 0x00000000000179ff

7. ETIREIEN, A TERBADS:

S>gatt discover

BOFTENH U TR ERLSR ! &

S [emd] Descriptor 2800 found: handle 1 »
[cmd] Descriptor2803 found: handle 2 <
[cmd] Descriptor 2a05 found: handle 3
[cmd] Descriptor 2902 found: handle 4
[cmd] Descriptor 2800 found: handle 5
[cmd] Descriptor 2803 found: handle 6
[cmd] Descriptor 2a00 found: handle 7
[cmd] Descriptor 2803 found:shandle'8
[cmd] Descriptor 2a03:-found: handle 9
[cmd] Descriptor 2803 found: handle a
[cmd} Descriptor 2aab found: handle b
[emd] Descriptor 2800 found: handle ¢
[cmd] Descriptor 2803 found: handle d
[cmd] Descriptor 12345678-1234-5678-1234-56789abcde02 found: handle e

[cmd] Discover complete

AILLES], “12345678-1234-5678-1234-56789abcde02” ZIHEHIR B FMEIEM, BIiERIE, H handle
= €o

8. 1T GATT G5i{E: MEHIR A F handle @ e WEMGE F/RE “ab” :

S>gatt write e 0 ab string

RINE NEBIPER 2 |

[cmd] Write pending
<ACK>200 OK
S{emd] Write complete: err 0x00

9. #1T GATT IRIR(E: 1T{EIR A 1E handle 2 e RIEIMHIRENIE:
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annn@ﬁcn XYL R

4.4

441

44.1.1

4.4.1.2

44.1.3

4.4.2

S>gatt read e

PYIDIREXEIFTENZ

[cmd] Read pending

<ACK> 200 OK

S [cmd] Read complete: err 0x00 length 2
[cmd] Read Value:

6162

Hrh 61/62 IEZ a/b BY ASCII 13,

AeXT 48 E R G (Master Role)

THlE T
$ﬁ%ﬁﬁﬁﬁ“ﬁk%ﬁ%ﬁmﬁ”m%$,%Eﬁ%swﬁﬁ%ﬁ%%$§ﬁﬁ%o
FRENS = v

BORHE S ERIE cmd_ble.c X, iBid-ble.demo TA2ATLISERY BLEACXI 172 8T, ble_demo T
F2{UF XR806 SDK HY/project/demo/bluetooth/ble_demo B Fs

HEETE

HEFTIFR 4.3.1.2

IREDER

RS RF 4.3.1.3,

BMRET

1. FRIHEIRGD FETT ble_demo T2, MRIT(EHR AT A/B EFR, A fEA Master. B EA Slaveo

v

2. PH&EIR A/B 7351 BLE #lia1kan <!

S>ble'init

3. 3G B BT “ble advertise on” S FIET

sk 3 K K oK oK ok 3k ok ok K K K oK oK ok ok ok ok ok K oK oK ok ok ok o K K oK oK oK ok ko K K oK K ok kR ok kK KK

[RandomAddress 4C:02:97:82:F7:F4 ]

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k %k 3k %k >k 3k 3k %k 3%k 3k %k >k 3k 3k %k %k 3k %k %k 3k 3k %k *k 3k k kk

[cmd] Advertising started
<ACK> 200 OK

4. IR B AR BRI AES

S>ble bondable on
S>ble auth input

5. AR ABREINERS
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snap &) rech e Y R

S>ble auth input

6. IHEHIR A EREL B, WIAGS “ble connect 4C;02:97:82:F7:F4 random” :

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k 3k 3k %k 3k 3k %k >k 3k 3k %k 3k 3k %k %k 3k 3k %k 3k 3k 3k >k 5k 3k %k >k 3Kk 3k 3k %k %k *k 3k k kk

[RandomAddress 68:D6:26:BE:96:EQ ]

5k % 5k %k 5k %k ok % 3k %k 3k ok % ok 3k 5k % 5k % 5k % 5k % 5k %k 5k % 5k % 3k ok % ok %k ok % ok % %k % ok *k ok k ok kkkk
[cmd] Connection pending

<ACK> 200 OK

S [emd] Connected: 4C:02:97:82:F7:F4 (random)

7. WEWR A EF security - SELE T2 HFR:

S> ble security 4

HERS PHEIR A FTENHLATMER

S [cmd] Remote pairing features: 10: 0x02, OOB: 0, AUTH: 0x0d, Key: 16, Init Kdist: OXQG, Rvesp Kdist: 0x06

[cmd] Enter passkey for 4C:02:97:82:F7:F4 (random) QQ
A1 B $TENH L TSR e &7

[cmd] Remote pairing features: 10: 0x02,/00B: 0, AUTH: 0x0d, Key: 16, Init Kdist: 0x07, Resp Kdist: 0x07
[cmd] Enter passkey for 68:D6:26:BE:96:EQ (random)

8. HIEA. BIINEXEEE, U0 123456:

$> ble auth-passkey 123456

AEFILUEEITHER A TEIH I TMER

S [cmd]'Security.changed: 4C:02:97:82:F7:F4 (random) level 4
[crynd] Identityresolved 4C:02:97:82:F7:F4 (random) -> DD:3D:03:F5:11:09 (random)
[cmd]‘Bonded with DD:3D:03:F5:11:09 (random)

PR B FTENHLA T ER

S [ecmd] Security.changed: 68:D6:26:BE:96:E0 (random) level 4
[cmd] Identity resolved 68:D6:26:BE:96:E0 (random) -> DA:1F:33:CA:3A:25 (random)
[cmd] Bonded with DA:1F:33:CA:3A:25 (random)

Eib, BENHBEMINT o
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XIAER . WE

Z 1SR
ARAR A ©2020 S Z BB B R AT, RE—TIF]
AXERABZRERCER, HEENET MO ZBERRERAT ( “TZE ) HEHRE—INFL

AR Z BB R EIEMAARNIA =, RETSZEBEPEIFR], ERARUMNATFEERED. EF. B X
REERAIEA BRI EE, BARFUEAEIEE,

vt

(RE2FE) AT NS ZBEREARABSNEIANE TN BT £
AX AN RPHIBNEEET, ~mBM, MRSEF, WRESEMEARSE,

AR

TR m. RSTUFERNREST N ZERERAT ( 2K ) 2EEENE L ERMFRNLIR.
AR 2B m. ARSI RN E ISP LS EABERN. ERRNEIAR MRS R FA

BRI, FrRBEREASUERERNE ERBITREERAIFEARTA (@%@T\gﬂ?ﬂﬂiﬁﬁ&, B, Ea
E£R) EMBAFER, SZEBARR.

ASRAERERIESMNEE E. BT~ RRASFESEMRE, ZlKSUf%iW%“ﬁﬂﬁ‘éf@E&, WMEEE, BRHTE
Mo BZEBRRENEREPRHERNER, ERPHERATTEEDRE R, AEAEAXEMAERE (B
EBRRTFEHERN. BAR. FRIHRRK) RERIESE ZANFEMF, T2 AR. AXEPRIFERA.
= S MBI RE SR R (R IESA S,

AR DABRTR SRR S Lt 75 TR T/ ZERBE R B RS AIR T TR R A~ MBS iEH, AT
FERTBE=SHINFIFEL. BEBITRASZARA ARBAEXAITFE, SZBEAFIBOARNSIERKXTIR
I = IFRI AR R ZRahiedt (BRH) . BRI EFrE AR E = AT Al AR A RRIE. TBEERIER
fth X 55
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