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LR “2F/HEE” F, BEEN ThE key” o BBATIETIAREEIECE, ERIAN flasho
2R “@REE” B, BEN “KEkey” o AAEIAEELL, BILUESR flash 5 efuseo

NR “2FHECE” B, BBEN “BE key o HRERANETAE key FIBYE, B|IAAIEINA] LUEHE flash
& efuse, {BSLFRRE flash E21EMA, M efuse RECIEA, MR IR REEGHIRES 2 flash ., HRE1E
REL L key HIBHE, ZSiER] LUK flash B efuseo

@E: FESIIWIAEBIE, BREMESMAI L,
GENFREN: SEHIEN, ARLESEANBIERZSSTER,
(®Checksum Value AEEIEHE,

2. ‘PR XK

P REEERENE 3-15 Firo
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SCHYERLR - IR

3-15 ‘I XEEERETEE

Config Item *
%8 |[ER ~
HE#H  |Fakey =l
KeyEHh | |
key type  |flash |
EMiFEAS | |
FHRARTFRE | |
E #E O
1#7F B |

(1) EA: 2 key BIEEEIRE LHNFRIGRIMRNIHE, XEMEIUERARE, FREIHAEEH
EMGTE IR S ERFRIEHRIRE keyo BRIRSTERERBE NN IRIEE.

(2) ECEEIAT
OREE: AR RUER.
@Key & ABAREFH “key B 1EH—H
(Pkey type:
a) flash: key S5 % flash £o

b) efuse: key 125 Zl efuse _Eo

A EE

LR “2F/HEE” F, BEEN ThE key” o BBATIETIAREEIECE, ERIAN flasho
2R “@REE” B, BEN “KEkey” o AAEIAEELL, BILUESR flash 5 efuseo

NR “2FHECE” B, BBEN “BE key o HRERANETAE key FIBYE, B|IAAIEINA] LUEHE flash
& efuse, {BSLFRRE flash E21EMA, M efuse RECIEMA, WIEIRE REERFLUES 2 flash ., HiRE1E
REL L key HIBHE, ZSiER]LUEE flash B efuseo

@E RN, AXRLESANHEESSFEK,
CBR/REFREZ: SR key MRFEXIERIE T

©fR: ZIEERRZASFIMYRMETEZAREELRT, SXERAINERS TRASIBRER
BINRERER—IXAEL, RRZEFBHRIERSENXDS ERTLIRISE,

DRt MBEY, ESTALBESH ey REELR “BR/RE BET.
3. “HRHERE K

“EIEHERT REECE R EINE 3-16 Fiino
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LEL MR v

3-16 “&BiE/ERE XERKEREEE

Config Item *

U i 1T

SR [Alakey ~l
KeyEHh | |
key type  |flash ~|

e | |

T [ =l

EMiEiss | |

1275 B |
(1) 1EA: TEIES key MBHE, BIHEREIE key EWLMKE R/ HIMNE—RIFEENNSH 1,
ETARRBENNS N 2, BERLAG, ARFAEERA, EEENDE, XBETAIRE key I 2
(2) EREMEHHEA
OKEER: BRaEUER.
@Key BF#R: FIBBEBETH “key BH 1EA—Ho

(Pkey type:

a) flash: key %5 F flash Lo

b) efuse: key 125 Zl efuse _Eo

Zﬁkﬁ%

LR “2F/HEE” F, BEEN ThE key” o BBATIETIAREEIECE, ERIAN flasho
2R “@REE” B, BEN “KEkey” o AAEIAEELL, BILUESR flash 5 efuseo

NR “2FHECE” B, BBEN “BE key o HRERANETAE key FIBYE, B|IAAIEINA] LUEHE flash
& efuse, {BSLFRRE flash E21EMA, M efuse RECIEA, WIEIRE REERFLUES 2 flash ., HixE1E
REL L key HIBHE, ZSiER] LUK flash B efuseo

@HaE: Key FHIAIERMIRIGE, BXKEE, key MESURBENEER “THEE EXHNE
L NI S E R

OTWRE: JRTE key TS AT
a) 10 #&IN0 1
b) 10 FEHR 1
c) 16 #HINN 1
d) 16 BEIRA 1
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SRR W

e) 363N 1

f) 36 #HHIRE 1

OENFRAN: SHIER, ARLESANNBIERSSTEKR,
4. “TXT/CSV” KEY

“IXT/CSV” KEUFRE FREUNE 3-17. 3-18 Ao

E 3-17 ‘X7 XAERERAATEE

Config ltem x

e T

==

e
Keyi#r | |

key type |ﬂash j

Cirde [

EmiEiss | |
277 A |

3-18 “csv’ XARER@mREE

Config ltem x

s 7

==

EEE
KeyE¥r | |
key type  |flash |
EMigits | |

17T E |

(1) 15F: BREFR key FREE— D TXTE csv XML, XBRAILURAXH key £, XSTH
M TXT B CsV XA key, BEMBEXHFHNE—TABTRNA—1 key BFANEIRSBIEE, HE
AgEiR. RS TAIREXHIITHIRES A Key BIEE,

(2) ECEEINULAR
ORSEEN: BRETLUEN.
@key BHR: FBAEETR “key B 1EA—Eo

(Pkey type:

a) flash: key )5 %l flash ko
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XIS : WS

b) efuse: key $%5 % efuse _to

A EE

LR “2F/HEE” F, BEBEN “ThB key” o BBATIETAREEIECR, ERIAN flasho
2R “2REE” B, BEEN KR key’ o BARIETEEELL, FILUERE flash B efuseo

3R “R/HEE” B, BBEHN BB key o HRERNENE key FIBHE, |IAZIEA LUERE flash
& efuse, 1BSLFRRE flash E21EA, M efuse RECIEFA, MIEIRE R EERFLUES 2 flash ., HIiRE1E
LS key BIBHE, ZIERILUER flash T§ efuses

@circle: ZWMIHBIMIE “TXT” 2B, GEIZIN, MRREFERS TXT XEHH] key Eo
GEMNFREN: TEHEN, ARLESANBIERSEFEKR,

M “BREE” ®UWELL, XBRE “E BEERT
5. “HhiEET KE

BERET REEEFREWE 3-19 FiR.

3-19 “HiERET XERERETSE

Config Item *

% 5

=

REER,
KeyEHh | |
key type  |flash ~|

ZEER | |

Higx | |
EMiEiss | |

1#1F B |

(1) EA: SRAPFRERE— key, FIHIEEHES ZLEH key, HERBR key —HEREHEN
BHE, MEBEREAKE, fIMAF AEMEIREE] SN, ARTEHIRETREINZE MAC, 5 SN
M MAC BIRSERNEI WL, FRRILUBAECE.

BIRESRED Key K T2 BEERENIIRELERE S, RIEXB T BNV EEZTESUEEIRE MY
key E#HITIRE .

(2) ECEETURA
ORSEEN: BRAUEN.
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XIS : WS

@Key ZFF: FBREEFH “key B 1EB—
key type:
a) flash: key /%5 & flash Lo

b) efuse: key J 5 Zl efuse L,

A EE

1R “©R/EE” B, BEN “FhE key” o AZTIEINAREEIEEL, ERIAR flasho
2R “2R/ERE” B, IBEN “BEekey o AXEIBEIEN, FILUERE flash T efuses

3R “REEE” F, BEN “BE key” » HIRGERAETAE key NEHE, BIAARIEIA] LIERE flash
I efuse, 1BSEFRRE flash ELIEF, M efuse NEE(ER, IR MEBREERTEIBT E flash . HIREIE
RELE key FIBHE, 7RI LAKEE flash BX efuseo

@OXREXEH . ARKRTIWKBKNBIBEREIERTIFE. U0 ESTHREIRY SNo

RAEY::

YXEETRANTHEERLBEEERN “FMATHE

GOiER: ARFTTRREKBVIEIEEPHRIER. FINEXIREIR SN FEFRERHIER,

1] e

HHIER NN ENER2BEEER “FAIANK”

OENFEN: THIER, ARLESNWHERSEFEK.
FARESTBENGIF, 155%F 3.242 HPEIEES RS MAC
6. “TEMISCHT HKE

TR REVECE R EIE 3-20 PR
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XIS : WS

3-20 “TEHIXM REEBERETESE

Config Item *

% 5

=

REER,
KeyEHh | |
key type  |flash ~|

ZEER | |

Const

il Y A

1275 B |
(1) 1EF: YTEAK key BT HHHIE N BHIEMHEE— XY, FJLUAEARET, — i
HINE BT ES TEGERANBTIEE ey BR, EEERPES—NXHRABMA—N key HIfE,
(2) EREMEHHEA
OKEER: BRaEUER.
@Key BF#R: FIBBEBETH “key BH 1EA—Ho

(Pkey type:

a) flash: key %5 F flash Lo

b) efuse: key 125 Zl efuse _Eo

Zﬁkﬁ%

1R “2REEE” F, BBEN ‘FThAE key” o BBAAIEIAEEEEL, ZXIAA flasho
2R “£R/ERE” B, (BN “BEekey o AXIEIBEIEN, FILUERE flash T¢ efuses

NR “2FHECE” B, BBEN “BE key o HRERANETAE key FIBYE, B|IAAIEINA] LUEHE flash
g} efuse, {BSCFRA R flash #CEFR, M efuse NEEIER, MR A REERGEWET E flash ., HREIR
NELE key BIBTE, ZSiFER] LUK flash T§ efuses

@XREXEH: HXEKETBATAHTH, FERY key XHar RARIEREXRAY key RIEFR MR,

Gconst: ZEMAEER, KRSTRARBMERF—IXMH, HEERSTHEFIMERILSHE, FrLL
L) Const B RIZRIEB R T RE— bin X FANEIZED, XS TAILRETHIED key
BEEMHERT

©FRTMFR: BIARET, BRSTABKET— key FEBMNXEMIER, RBEAET “HKRMHER” &

IﬁTAﬂlﬁﬂ*ﬁﬂﬂUK@EﬁT’F (HEMEER Ei"F%jj* used BRH) , HXEXERANFATHIFTIER
key X an R IRIEREXBY key HIEFE R0

7. “rotpk” KA
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B g =l B

“rotpk” XEFCEFREWE 3-21 Firro
3-21 “rotpk” XEFEEFRET~EE

Config ltem >
£ U otk -
Key:2¥n ||'|:|tpk |
1#7F A |

(1) fER: rotpk EEETIE RS TAGANFRIEEXH, 8RS SRERRXERNBHITHS.
(2) ECEEINPR

Zﬁkﬁ%

PRABCE IR B L.

(3) rotpk key EH: toc0 BEZ AAHY hash B, sbrom R AFHIEEZ AN EZNEH B, sdk BY
fFARE B 24K rotpkkey, JRTZEFRE sdk BIHE & RIE 4 R] LUK,

(4) rotpk key FEZ: —~> sha256 FAE1E, 32 FTAVEREIE,

rotpk RS ¥FIEE —RF BRSS9 R RREERISEN R LB, SHIEH!
8. “BRMEAE R

DR LWEERANE 3-22 FiR.

H 322 “ARERE FAUREREAEE

Config Item X

% 2

KeyiSin |kE"r'IT|aStEI' |

ERREIR | |

#1F A |

(1) 1EA:

OIKEEARINEHEERELER, EABEAUBRKEBE#REANEEFRBILE,
Q@ERMEZER PEM B IR,

(2) EEEIEIRAR
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NXIBRR W

Dkey BR: FBAEETR “key B 1EA—E

OERREBRE: ZEROXAHRANRE R, FNREB=EA,. SREARERERTEUTE
3-23 PR7RAYSC LSS

3-23 XHEHREE

| ec_certl 2018/6/15 9:00
| ec_cert? 2018/4/1 15:02
| ec_cert3 2018/4/1 15:02
. ec_key 2018/4/1 15:02
) rsa_certl 20018/4/1 15:02
| rsa_cert2 2018/4/1 15:02
| rsa_cert3 20018/4/1 15:02
. rsa_key 2018/4/1 15:02

9. “http” ZEH!
“http” KBV E REUNE 3-24 FiRo
3-24 “http” XEREREREER

i T ~

Config Itemn . J

2 8 |htp |

HEE  |[Hakey =l
Keyh | |
key type  |flash |

url T~ & | |
ul gt | |
| EmEss | |

I ")

(1) EF: HEEAM key BTEHTE MES 24t (Manufacture Execute System, £7HITRSE) , #H
LB R BE LA http iERBIAZRIGIR] MES BREHY key BY, XFHE R A UERAEEE,

(2) ECEETURAA
ORGRIN: AFREUEN.
@Key BFF: FTBAREFRR “key B 1A

3key type:

a) flash: key 5 %/ flash L,

b) efuse: key J%E %l efuse o

WRAXFRB OBk B2 ERHRRINBIR AR, RE—TINF 26
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B g =l B

3.2.3

A AR

LR “2BEE” B, BEN B key” o BBAZIETAEEREER, BAIAN flasho
2R “2REE” B, BEEN KR key' o BATIETEEELL, FILUERE flash B} efuseo

3R “R/EEE” F, BBEN “BE key” - HREERAETAE key WNEHE, RIAARIEIA] LIERE flash
3y efuse, 1BSLFRRZ flash E21EA, T efuse FNECIER, HALE IR REEFEIES 2l flash A, HIRGIE
RNEBLE key FIBIR, ZSiER]LUERE flash TY efuseo

@URL TEMIIE: ZIXLA MES R HTTP IER, X MERARIEK keyo

GURL EfE#IE: HIRERINGE, LUHTTPIERMAR, KREREMINNERLA MES RS,
©OXEEE: ARBRRINEYIS,

OENFRAR: SHIBHR, ARLCES ANWHERSTETFER,

YmiE/MPRECE TR

1A SRARFREEBNEMFEZEETFH key RIBHE, B LUEAAINEE,
2.121F:

OEECER key L, R “GR" , WE 3-25 k.

3-25 #miE/MIFRECETURFREE

& m 2 FicE

e il i i TTTY R B AL e -

OMIER key: EFIRIE key FRTETT, BEBIAARA TG, ERHAREFEE MR , WHERTIE,
e n by, Ri “BE WRFRERND; [b “BUE” NEUERIERETE.

GfELL key: EFIRIF key FRTETT, Wk BEMAARNBELETAHE, PHAENERERRERER"
Edit” , MZEHIZEE Key WECERE, AIUERERETEENERNSH. BXFSHE, =T ‘R
7 HEEEREIRE
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324 ECEZA
3241 HAEAHEEMAC
pZ 3
LRE “2FkE” , NE 3-26 Fim.

3-26 FFEARIRS MAC IRETREE—

B g =l B

#% DragonSN Config Tool

F = ]

2EEERTIRI. AHIERE "2 key” , WE 3-27 FRo
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NXIBRR W

3-27 AEAREE MAC IR EREEZ
Global Config it

wRESE |0~

EEEs |

SIBETF |

B
e key

sigEwne [0 |

HiEER AR | |

HiEEED | |

HRE | |

HriBEE 2 A |]'|'[i|:r|:|scuf't AL Server j

T |

HiAE | |

HENE | |

Ef & | |

ER#IE | |

HAHRE | |

FE NILI\factory |

BB
Bk | |
R E
3A8E WE
NG

SIRERPRBERIERE KB . KFLEE B .
6. “key” BFFEN “mac” o

7. “key type” , IEEFE “flash” o

8. “IEMIFIARX" , FE,
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B g =l B

Zi9 L EPE, BRELERINE 3-28 Fim.
3-28 HiEARIRE MAC I2{ERER=

Config ltem >
28 434 |
HEE  [ER) ~l
keyighi  [mad |
key type Iﬁash ;I
EMsEss | |
PARHETEE | |
e O 87 O
1275
10.8FE “REFE o
FCESERG, WE 3-29 Fim.
3-29 F#EARES MAC IR FRER R EE
a4 DragonSN Config Tool EE@
r%_ % I —% | | ;‘k'c ﬂ
1 mac E:ﬁ
A 2 FHEE

113 THESTHE, WE 3-30 Firro

WRAXFRB OBk B2 ERHRRINBIR AR, RE—TINF
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S4B U

I3

3-30 S TEETTEE

rrlac| |

EEEEEREKEY [ HhEEs BziEE =1,

| = | | mEiSkey | 55 S

L

3.2.42 FIREATNIFREMAC

LEBFRFERZS. BF SMT £FIFIRE MES RAEIFEIRE SN 5 MAC — X NVEIRER, HNE
SO, SERFELEAMEITERFIS (SN) L, ERSHE, RERBIHEEEME SN &
ASiE, TEBNEEEITEHIEERENS I SN f3HERAY MAC ik, F30 SN 1 MAC [EIRY RS Etk
—EJ:O

2EESR

(1) ECEBUEREIFR

OBUEEZRSE: mysal

QEER RBIEERS, WHE 3-21 k.
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B g =l B

3-31 HIRERMIREE

2 Nevicat for MysQL I S S s A o e . oo ]
o =EE O MEE I8 #0 B

@ E@i‘h@i&%
EHE AP Wy W W

= =] #B= i

i Ears Blevs DyEs ks BEoes Esuas Q ##
4 4V localhost_3306 numberk
[4l awtool_server

{4l information_schema ” . .
& mysql FARRASHR
4l okm_role
il okmdb
il performance_schema
4 [y test " ‘e
L8 | saEr 275
o 11
S B
B =
h=a
=
(2 BT

BiEE 1 -13g 4V localhost 3306 FF: root ZHER: test
Q¥IBREMRNE, WE 3-22 FAmT.
3-32 HERERRNETEE

r - e
I t_sn @test (localhost_3306) - &= R —
M &=y = 80 #EEh

s as Bisuas 7egas | Hagss Eess | D s B E@e | S aEas
sn wifimac key_is_used o
1234 112233445566 0

b azaa 665544332211

(2) BBE “2BEE” , WE 3-33 Firo

WA P OTkiB £ SEHR RN B R AT, RE—TIAF!] 32
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NXIBRR W

3-33 2REENETREE
Global Config 2

RBESHE [0 -
BEBRE [Eiker =l

' #IBETP [127.0.0.1 |

FEEROS (3306 |

#EERAE |root |

HIBETER |root |

#HriB R |test |

HiBE#A [MysqL Ba i

ZhLER |sum |

A E |t_sn |

ARME | |

ERE# |key_is_used |

SRRE [i |

HARE [0 |

WfE [\ILI\factory |

BREs
B | |
R T

ZHFESERRRE, FIUERERRT "BEFRRE" , "CARE" , "ANEE =1TEkE, 1RA

EHRE, B=NA,

(3) 70 key
OETE R BHEH, M “snum” key, WE 3-34 Fio
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B g =l B

3-34 00 “snum” key R1EREE

44 DragonSN Config Tool

L

F S | B R | *x A
r-l:]::urﬂ:iq\;; Itemn 2|
%8 |E =l
BEEst 2 =]
Key:ZEFR |snum |
key type  |flash =]
EMiFiAs | |
PRRHRTRIEE | |
Fhk O #1F O
| %7 [ I_ EnE
@R A7 ¥, A “mac” key, SNE 3-35 Ffizo
3-35 70 “mac’ key IR1ETREE
{_ﬂ DragonSN Config Tool =
F g | B IR x #
1 Snum HiE
{C::unfig Item 2
x8 [EE |
WEHES |2 =l
Key:SHR |mac
key type  |flash =]
*EER |
EMmEiL |
% (ws | |PEE

LS

"

L

(4) BEcEBEfE, <HABEBET R, izfT DragonsN ST H, & 3-36 FiTo
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34



@Lwhwen“ X
NXIBRR W

3-36 DragonSN RETREE

5num| |
rrlac| |
Vigeammsaskey  [wmgs Vgiss Ve
4 I
| #m) | | EiBkey | 155 SE

(5) BILULDE, BAILUEITIRS . EAAMEE, CIF, RBBERTREDER, FIUXEER
EgEEEm TN SN, EZERIF], ) , TREAHTHRSRE, WE 3-37 Fimo
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NXIBRR W

& 3-37 RS ~EE

5nun1| |

mac | 112233445566 |

EEEIESEEKEY [ ihEEs BifkE =1,
HEIRA AT -
srum = 1234
mac = 1122354455ER

l tﬁ %iKey...
| Fi keyd
p?

kez
E?ﬁke

E%Eﬁlﬁﬁlﬁ% B3

BT Hi & Bk il

| = | | mEiSkey | 55 S

e

3.243 AT HE

BRETR:

1LITHECET R,

2R NI ¥, REEE BRERE , WHRBIERRSA UEERRISRFIENEAE,
A “{%T?” o

3. *H'—JEE%I/\: ﬂﬂ: %IE: yl]. 3-38 FF[TO
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3-38 XEARNEAENFES TRAREREE

B g =l B

keymaster | | [ HEEEFR (1/1) J
1 VisSmmasEkey  CleEss Mgmgs
|

| = | | mEiSkey | 55 S

3.2.4.4 httpREElE
LRE “RI0” =8, KEEE “hip” o
2 key BFFEN “mac” o
3.URL &ttt N “htttp://192.168.200.10/”
4.URL &N “htttp://192.168.200.10/mac”
SREBEERIMA “sn” |, RIESHBRAREE, FEEIN sn=123

233 FENERER, Rh. BRENRHESKIZE— URLhtttp://192.168.200.10/sn=123 ZIZFHI MES &
%, XRZEPH MES RFAESIREI—NMENM MAC AR, IREHNHEIEN MAC KRB RIHG, BE P
MES R4 &I1X1RE AL INAY URL: htttp://192.168.200.10/maco

A EE

1LXED A REFEIRER P EHo
2LINREFIY, FBE “2REE PIRE "AREAS
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3.3 RS TERE-RE

331 BETE

ST

THRTETRREEY, #FMIATRERRG, FJURKHETABITE key 181F. TAK key ZEUT:
1. BfTIH

& 3-39 IXETERATREE

5n| |

RERIERRREKEY RERS BzhRS =,

| sz | | EiSkey |

LS

2fENRE (TRAET “RE&EIRBIALLL )
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NXIBRR W

& 3-40 1&FIRFIRTIREE

n || |

RS AR IR EKEY RERS BehEE F,

W EIRAI AL

AN Bifikey ] =L

3R E ENFIIS (TRESRITRS)

WRAXFRB OBk B2 ERHRRINBIR AR, RE—TINF 39



(Eihwmwm X
NXIBRR W

3-41 FSHINTREE

5n| |

RS AR EKEY BERS BziES =,

W E 1R A AT
sn = 1234
F7E: %EKE}?. ..

W DR

22N Bifikey S 18]

AFRIARRET “RSHIh
5.EEPE 24 12F, HEIEREFES.

6. £ RICICTE key EIIRSS S, liBIIACE TE B R T keyupload X THY config.ini X4, BLE excute
BIHATIERENA], excute AIHITIZR B LR, KE key ZIIRSZ28HY exe XfHo B [-b] [-<]

Hrpb: EER0, ER 1, <& key NEEEEFEELEZBoI% K. I%0: san_sfc.exe 0 key_info.txt

A EE

LB EIR “IRSERIRLE key” « “KH” KR MIEDLL

2EREEHM RERT HE REEKRYE #BERERMAT, B EEERY” BIREEXNFH
ki usB WER, WE 3-42 Fimo
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IR

3-42 IERRBIBTTE

5n| |

RS AR EKEY BERS BziES =,

W E 1R A AT
sn = 1234
F7E: %EKE}?. ..

W DR

22N Bifikey S 18]

33.2 @RS INIATG A

3.3.2.1 rotpkZHY
F7E 1 #H T uboot BIES1TH printenve WRIEEALIN, B— rotpk_status=1o
Bk 20 18EBY, FEEROE—EBA “” , IH&EHEN uboot ITHI &, BN efuse_read rotpko
WMRE N rotpk 5L, MAZBRIRENLTN. SNE 3-43 Fio
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3-43 rotpk FEU IR R E

sunxi#efuse read rotpk

try to read rotpk

buffer addr=0x79c89578

read key start

key name = rotpk

key index = 0x64

90 fa 80 f1 54 49 51 2a 8a 4 23 97 6 6f 5 78

b 6c 8f 89 21 98 e8 d1 ba a4 2e b6 ce d1 76 13
(daHrotpkEBAY{E)

read efuse key [rotpk] failed

sunxi#

F57% 3. BN android BY setting, TE&E & status, Y& 3-44 F7:
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3-44 android Y setting RETEE

Status

IP address

Unavalable

Wi-Fi MAC address

U020 4c3bVeld

Bluetooth address

Unavalable

Serial number

40100030018a4715¢

Rotpk
Burned

3322 “‘ONERE KB
cat /proc/cmdline, cmdline &% android_trust_chain=true (B KIN) , FKRIRGEFIRSE B IED R,
3.3.2.3 @R

HEEF— key [5, FJLUEE DragonsN RiHITIRE . EIREIHAINGES @SR A ZEURFEN
key B9 “BRERT M “key type” o
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3.4

34.1

3.4.2

FS | RERN key type REmFELE

1 FAE key flash private 73X

2 FAE key efuse efuse (A ARBYTEEXIE)
3 Z2 key flash secure storage

4 L2 key efuse efuse (A RBYTFEEXIE)

RERFEUENRER, WINGEBRE,
1.7ZE7E private 7 XEIHAIAS 7%
(1) @i uboot ZHIG, FEMT:
OBEmgE, #LEO;
Q@EBOFELZIAN s, FIEH N uboot ITHI5;
(pstreads  (YNRZE K key: pst read MAC)
(2) BEORE, ERLTEOREmAUTGRS:
(Omkdir mnt/tmp
@mount -t vfat ./dev/by-name/private mnt/tmp
®ls mnt/tmp/ULI/factory
@adb pull mnt/tmp/ULI/factory/license.txt (adb EiEHifAH 72 X HIERZ<H)
2 1FHETE efuse BVHINTE
BRIEVH BT AR R, BRMRHIERMEZAVEIE, ERMEFEREREFI,
3 {Z 1T secure storage BIFIA TS /%
(1) 3B uboot THIE, TEA:
OEmngE, #LEO;
Q@BOFELZIN s, FIgE#H N uboot ITHI5;
(pstreads  (YNRZE KA key: pst read MAC)

J5r 5 T E 1% E-13=EX

e

RERES—HNAREERFESTE, EVSEXTUASTHEA us, RirfRE LR “REC ZHEEF,

AEEI

BHE PR key NEHEREM D L. — M TUATEHIE, FIIM—1TTLURTHEE, BUHIAE
ANBEHIER R IEH, AXMERN, BEETARNRKE "BIrE « XEE—IMIAKET key /G, “BiR
& MARE TR, BEEFS D IREVIWIEUERNE, EF “5irE” SEVMIL L,
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4  BIREGCS Q&A

HETRIRER P RIRBEB MRS RETAERER, UWEERE, A& R d I vEiE
IS EIfRRIR

4.1 0{EfER
1. &

+
=<
2. BE3.2.2.

BHEEHITIRR?

RBURERS 2RIMEH BB 1CP/IPp BIEIHEE, %5 sqlserver, mysqlo

3 X THIEFENEERE, TTREBIERERE KEY RREXEE,

42 HFSANR MAC HIHERIAE TN “AA1C112233447, EEFRFIIE
IR BT /ERY MAC IEEAE TN “AA:1C:11:22:33:447 SN{RISEER?

WHEE TAFEIEERRZLA key 12, N key IBFRE, £ EMNFREN —F=4IN fix_mac [5HIA,
BT RS TR,

4.3  YN{AIEREX

BRIRSEIER

LEERIEFAXREFIA RS $iE:
TEERESHING, SETRR Record BRTFER— B EIEr&AY XML X, 1BREXES. W

4-1 Ffi7Ro

4-1 XML X R ABTREE—

|||||:I'Ij

1 =

?2H<task>

)

<record mac="12" finished="yes" />
<record mac="123" finished="yes" />

5 L</task>

2LEERBNE— key:

TEERIRS

pINfE , RTE T RHY RecordAlone B R NAERL—17 LB BI85 2 BY XML XX+, IERIBXIE B0

WA 4-2 FiRo
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4-2 XML XHERBTEEZ

|||||||||||||||||||||||||||||||||||||||||||||||

1 <€£?xml version="1. O"T}

2H<task>
'ﬂt <record mac="123" finished="yes" />
</task>
4.4 AAAERAIARRS—RE, EMEREEA use OTAETREIRS!
2ig&?

TR RIEME:, —RERETASTHN “2/RE” RET “RESHE N0, XEFREERS,
FEFLLERTAN, —RIEEEBEIREN 1o XFRSTHERERFIARSEE, HLE key HKE
o XEFEFMEIRERHA use DTEREIREIRE. IERT, NRFBEHMITARSEE, AIFE
EfEF PhoenixWipe TH, @IEFEHF+ARENAGI, #ITEEF “REGRE . REAEEMT

RS EiE,

4.5 RS THHINEIE, 0AFRENZ 572
BRESERNERIERTREBITHR, SUHRITI RS E:
13T TEER T debugview.exe
2R E RO ERMPIRIIS &R BENFE
3BTRS IE, EIip

4.5 debugview.exe FTEITENME B, &&Fim (BO) BopHE, BENAEMNNWTRER®E, —iciT
BRBIMNAERZFARD L% AService RS,

4.6 AF2IFEEE, B “5ir&” 5RhigEL?

H£E3352ET,
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fRA: [ENFRATVER

ERERE L US| | RTERE S key B “match” TE, HEE
THE MBI ey BETHABR, PUIKE. SHRE. ER%, TERH—FENRNEL:

\: X
? RREE—ER

fix_mac:A&1E mac it ZE AA:BB:CC:DD:EE:FF /&,

Hd}y: RA— 10 HFIEHF
d1}: R—DEH

Hd2): Rin—MBEK

hk: 7SI
Hh2k 7 FIEE
h1y 7 EI BT

Hkk: =GR

ek "RZ—1MEXFH (a~z, A~2)

HF RN EYSN S %F 158,

??—% “?” N “\” . “{” . “}” EI\J ia_-\jlj_\;iﬁj\%u 79 “\?” N “\\” . “\{” N “\}” o

B+
LIEMFRIA: 27-22-22-22-22-7?
IE#3: 00-00-00-00-00-00
11-re-66-&”7-,L-1)
iR 00-00-00-00-00:00  (FE “-” )
00-00-00-00-00-000 (%7 —"1FF)
2.IEMFRIA: 2\?2-22-22-22-72-2?
IEH: 0?-00-00-00-00-00
1?-re-66-&"-,L-)
$81i%: 00-00-00-00-00-00 (2 “? 7))
3IEMIFRIK: 2?{h2}-2?-27-27-72-2?
IEHa: 02-00-00-00-00-00
1A-re-66-&"-,L-)
f#i%: 01-00-00-00-00-00 (Rt EFHIBEE)
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NI M=

0z-00-00-00-00-00 (R2-+7 it (B0

\,\"m‘ﬁ‘l
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Z1FIER

FRAXFRE ©2020 HKBESHHRHBRAF. RE—INF,

AXHERABTZERICERP, HEENBAKELTRRRMERLAE ( @& ) HEHRE TN,
FXHEBEENREFRMRARN ™, RESSHEIIFH, ERARMMNTARNSEBERD. EF. B 2FRK
RSNSOI, BERFUEARZEE.

A B

“Allwinner

A R ,

@‘”"”“\ ena  EERRK Technology (Fx45I%) HRKELERRBHERA
BT RE EMEAT. AR S IR TR, Ram, MRSSM, WhESEFE AR
A,

abelis

BHE~m. RSBFENRESHEESHRNERAT ("2 ) ZEEENE L S EMFRVLIR,
PR B D ™ m. RS TAFIE RN SR LS EAEE N, EAMBIARRIRE RS
MBXRWEA, HEREBEASERNERRR, ERBETABEAREERTA (BEFEERRTNEE, B, B
£/R) ERHNFFER, 2SHARR.

AXEFAERESNHEEE, AT BREARIEMERR, A EANBERIREENR, MELE, BAH1TE
Mo EERENELAXEPRAERIER, EFTHRATT2REHER, BEAEXEMALRE (B1EE
AIRFIEHRRY. B, BHIHRRK) HRERLE=ZAVRENR, 2EMARTT. AHEFOFREHFRR. E8
MW A1 Al AT BR R SRR R B RIE B

ISR BRI E A TR T 2SR E M TR EANR T EEKE RN ERmEIIRER, FIEH
BR1SE = BHINFNIFRL, IFEBTEE = ARFINREEXEIF R, £ EFTABEUARAZHERXTIRINE
= VFRIBIIFR] ZREARTR (BRR) o BT EFIEABYE = H 1T T BAR M ERRIE. BRERIBEEM N S,
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